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1. INTRODUCTION

Location-basedservices(LBS) combine the functionalit y of location-aware devices
(e.g., GPS-like devices),wirelessand cellular phone technologies,and information
management to provide personalizedservicesto usersbasedon their current loca-
tions. Examples of LBS include location-aware emergencyservices(\Disp atch the
nearestambulance"), location-basedadvertisement (\Send e-coupons to all cars that
are within two miles of my gasstation" ), live tra�c reports (\L et me know if there
is congestion within ten minutes of my route"), and location-based store �nders
(\Wher e is my nearest restaurant" ). Usersregisteredwith LBS continuously send
their locations to a location-baseddatabaseserver. Upon requesting a service, a
registereduser issuesa location-basedquery that is executedat the server basedon
the knowledgeof the user's location [Jensen2004;Mokbel and Aref 2005;Moura-
tidis et al. 2005; Wolfson et al. 2002]. Location-basedqueriesare either snapshot
or continuous queries. Examplesof snapshotqueriesinclude \ Where is my nearest
gasstation" and \ What are the restaurants within one mile of my location", while
examplesof continuous queriesinclude \ Continuously report my nearest police car "
and \ Continuously report the gasstations within one mile of my car ".

Although LBS promise safety and convenience,they threaten the privacy and
security of their users. The privacy threat comesfrom the fact that LBS providers
rely mainly on an implicit assumption that usersagreeto reveal their private loca-
tions to get services.In other words, a user trades her privacy with the service. If a
userwants to keepher private location information, shehasto turn o� her location-
aware deviceand (temporarily) unsubscribe from the service. With untrust worthy
servers, such a model posesseveral privacy threats. For example,an employer may
check on her employee'sbehavior by knowing the placeswhere she visits and the
time of each visit, the personalmedical recordscan be inferred by knowing which
clinic a personvisits, or someonecan track the locations of his ex-friends. In fact,
in many cases,GPS deviceshave beenusedin stalking personallocations [FoxNews
2004; USAToday 2002]. Unfortunately , the traditional approach of pseudonymity
(i.e., using a fake identit y) [P�tzmann and Kohntopp 2000]is not applicable to LBS
where the location information of a person can directly lead to the true identit y.
For example, asking about the nearest Pizza restaurant to my houseusing a fake
identit y will reveal my true identit y, as a resident of the house.

In an attempt to preserve the privacy of LBS users,several research groups have
presented the conceptof a location anonymizerthat is responsiblefor blurring actual
users' locations into cloaked areas (e.g., see[Bamba et al. 2008;Mokbel et al. 2006;
Chow et al. 2006; Chow and Mokbel 2007; Gruteser and Grunwald 2003; Ghinita
et al. 2007a;Gedik and Liu 2005;2008;Kalnis et al. 2007;Xu and Cai 2008]). Upon
registration with the location anonymizer, mobile users specify their own desired
level of privacy through a user-speci�ed privacy pro�le that may contain oneor more
of the following parameters: k-anonymit y, minimum area Amin , and maximum
area Amax . k-anonymit y indicates that the user wants to be k-anonymous, i.e.,
not distinguishable among k users, while Amin and Amax indicate that the user
wants to hide her location information within an areaof at least Amin and at most
Amax , respectively. The location anonymizer is basically a trusted third party that
acts asa middle layer betweenmobile usersand the location-baseddatabaseserver
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in order to: (1) receive the exact location information from mobile users along
with a privacy pro�le of each user, (2) employ an existing location anonymization
technique to blur users' exact locations into cloaked areas that satisfy each user's
privacy pro�le , (3) sendthe cloaked areas to the databaseserver, and (4) compute
the exact answer from a candidate list of answers returned by the databaseserver
and sendthe exact answer to the user.

In this paper, wegobeyond the location anonymization problem asweaddressthe
challenging problem of providing snapshotand continuous LBS even when receiving
the user's blurred location information from the location anonymizer rather than
the exact locations from systemusers. Basically, we proposea snapshot/continuous
privacy-aware query processorthat is embeddedinside the location-baseddatabase
server to tune its functionalities to deal with anonymous location-based queries
with cloaked areas received from the location anonymizer rather than the exact
location information. Our privacy-aware query processoris completely independent
of the underlying location anonymization algorithm. Thus, any existing location
anonymization technique that cloaks users' locations into rectilinear areascan be
employed. The proposedquery processorsupports three privacy-awarequery types:
(1) Private queries over public data, e.g., \Wher e is my nearest gas station" , in
which the person who issuesthe query is a private entit y while the data (i.e., gas
stations) is public, (2) Public queriesover private data, e.g.,\How many cars within
a certain area" , in which a public entit y asksabout personalprivate locations, and
(3) Private queriesover private data, e.g., \Wher e is my nearest buddy" in which
both the personwho issuesthe query and the requesteddata are private. With this
classi�cation in mind, traditional location-basedquery processorscan support only
public queriesover public data. This query classi�cation is applicable regardlessof
having the underlying query as snapshotor continuous.

Due to the lack of exact location information on the server side, the proposed
privacy-aware query processor provides a candidate list of answers instead of an
exact answer. We prove that the candidate list is inclusive, i.e., contains the ex-
act answer, and is minimal , i.e., given certain conditions, the candidate list is of
minimal size. In addition, our proposedquery processorcan be tuned through a
tuning parameter to provide a trade-o� betweenquery processingcost and answer
optimalit y, i.e., the candidate list size. For continuous location-basedqueries, we
proposea shared execution paradigm that enablesthe privacy-aware query processor
to scaleto a large number of concurrent continuous queries. The shared execution
paradigm maintains the answer of a set of selectedstatic continuous queries, and
the answer is shared by all outstanding continuous queries. The proposedshared
execution paradigm provides two other tuning parametersto achieve a trade-o� be-
tween system scalability and answer optimalit y. In general, the contributions of
this paper can be summarizedas follows:

|W e intro duce a system framework that allows mobile usersto anonymously ob-
tain snapshotand continuous location-basedservicesby specifying their privacy
requirements through a user privacy pro�le .

|W e identify three new privacy-aware query types that are not supported by ex-
isting location-baseddatabaseservers, namely, private queries over public data,
public queriesover private data, and private queriesover private data.
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|W e intro ducea privacy-aware query processorthat provides a uni�ed framework
to support all intro duced privacy-aware query types. We prove that our query
processorprovides an inclusive and minimal candidate list of answers. In addi-
tion, the performanceof the query processorcan be tuned through a parameter
to achieve a trade-o� betweenquery processingcost and answer optimalit y.

|W e intro ducea shared execution paradigm that sharesquery processingamonga
large number of continuous privacy-aware queriesfor all intro ducedquery types.
Such a scalableparadigm can be tuned through two other parameters to trade
o� betweensystem scalability and query answer optimalit y.

|W e provide experimental evidencethat our privacy-aware query processor is ef-
�cient in terms of query processingtime, is scalablein terms of supporting large
numbers of users and snapshot/continuous queries, and is privacy-aware as it
provides high-quality answers without the needfor exact location information.

The rest of the paper is organized as follows. Section 2 highlights the related
work to the proposedprivacy-aware query processingframework. The underlying
architecture is outlined in Section 3. The snapshot and continuous privacy-aware
query processorsare described in Sections4 and 5, respectively. Extensive exper-
imental evaluation of our privacy-aware query processoris presented in Section 6.
Finally, Section 7 concludesthe paper.

2. RELATED WORKS

In this section, we highlight the related work to the proposedprivacy-aware query
processingframework in four di�eren t areas, namely, location privacy, location-
basedquery processing,privacy models, and privacy-aware query processing.

2.1 Location Privacy

Motiv ated by the privacy threats of location-detection devices [Ackerman et al.
2003; Barkhuus and Dey 2003; Beresford and Stajano 2003; Warrior et al. 2003],
recent attempts for providing location privacy in location-based services (LBS)
(e.g., [Bamba et al. 2008; Beresford and Stajano 2003; Chow et al. 2006; Chow
and Mokbel 2007; Cheng et al. 2006; Duckham and Kulik 2005; Gedik and Liu
2008; Gruteser and Grunwald 2003; Ghinita et al. 2007a; 2007b; Gruteser and
Liu 2004; Hashem and Kulik 2007; Hengartner and Steenkiste 2003; Hong and
Landay 2004; Kalnis et al. 2007; Kido et al. 2005; Li et al. 2008; Xu and Cai
2007; 2008]) and other location-aware applications (e.g., context-aware comput-
ing [Smailagic and Kogan 2002] and sensornetworks [Gruteser et al. 2003]) focus
only on the location anonymizer part. Although such techniqueswould be valuable
for protecting users'private locations in LBS, the practicalit y in real location-based
databaseservers is doubtful as these techniques lack privacy-aware query process-
ing capacity. By protecting users' location information from being disclosedto the
location-baseddatabaseserver, processingtheselocation privacy-preservingqueries
becomeschallenging wherenew techniquesneedto be presented to provide e�cien t
query processingwhile not being able to know exact users' locations.

In general,four di�eren t approacheshavebeenexplored: (1) Falsedummies[Kido
et al. 2005]. For every location update, a user sendsn di�eren t locations to the
server with only one of them is true while the rest are dummies. Thus, the server
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cannot know which one of these locations is the actual one. (2) Landmark ob-
jects [Hong and Landay 2004]. Rather than sendingthe exact location to a location-
baseddatabaseserver, the user refers to the location of a certain landmark or a
signi�can t object. (3) Location perturbation [Bamba et al. 2008;Chow et al. 2006;
Chow and Mokbel 2007; Cheng et al. 2006; Duckham and Kulik 2005; Gedik and
Liu 2008;Gruteser and Grunwald 2003;Ghinita et al. 2007a;2007b;Gruteser and
Liu 2004; Hashemand Kulik 2007; Kalnis et al. 2007; Li et al. 2008; Xu and Cai
2007; 2008]. The main idea is to blur a user's exact location into a spatial area
using either spatial or temporal cloaking [Bamba et al. 2008; Chow et al. 2006;
Chow and Mokbel 2007; Gedik and Liu 2008; Gruteser and Grunwald 2003; Gh-
inita et al. 2007a; 2007b; Hashem and Kulik 2007; Kalnis et al. 2007; Li et al.
2008; Xu and Cai 2007; 2008] or location obfuscation [Duckham and Kulik 2005].
The blurred spatial area can be basedeither on the k-anonymit y concept [Sama-
rati 2001; Sweeney2002a; 2002b] (i.e., the area should contain at least k users)
or on a graph model that represents a road network [Duckham and Kulik 2005].
(4) Avoid location tracking [Beresford and Stajano 2003; Gruteser and Liu 2004].
While the previous three approachesfocus only on hiding a certain instance of the
user location, this approach aims to avoid tracking the user behavior.

Among these location anonymization techniques, our proposed privacy-aware
query processorsupports the location perturbation techniquesthat blur users'exact
locations into rectilinear areas,i.e., cloaked areas, asthis is the most commonly used
form of location anonymization in many various environment settings, e.g., [Bamba
et al. 2008; Chow et al. 2006; Gedik and Liu 2008; Gruteser and Grunwald 2003;
Ghinita et al. 2007a;2007b;Hashemand Kulik 2007;Kalnis et al. 2007]for snapshot
locations, [Chow and Mokbel 2007;Cheng et al. 2006;Xu and Cai 2007;2008] for
continuouslocations, [Xu and Cai 2008]for spatial networks, and [Chow et al. 2008;
Gruteser et al. 2003] for wirelesssensornetworks.

2.2 Location-basedQueryProcessing

There has been a plethora of techniques to deal with various snapshot location-
basedqueries(e.g., [Hadjieleftheriou et al. 2005; Lin and Su 2005;Papadiaset al.
2004;Sun et al. 2004;Tao and Papadias2005;Tao et al. 2003;Wolfson et al. 2000])
and continuous location-basedqueries (e.g., [Gedik and Liu 2004; Hu et al. 2005;
Iwerkset al. 2003;Kolahdouzanand Shahabi2005;Lazaridis et al. 2002;Mouratidis
et al. 2005; Mokbel et al. 2004; Zhang et al. 2003]). The main idea of snapshot
queries is to provide an e�cien t and real-time execution of location-basedqueries
using spatio-temporal index structures for frequently updated data. On the other
hand, query processorsfor continuous location-basedquerieshave mainly focused
on e�ciency and scalability. In terms of e�ciency , several techniques have been
proposedto usegrid-basedstructures to support location-basedservicesfor moving
data and moving queries(e.g., [Hu et al. 2005;Iwerks et al. 2003;Mouratidis et al.
2005; Mouratidis et al. 2006; Mokbel et al. 2004]). In terms of scalability, several
techniqueshave proposedto employ a sharedexecutionparadigm in which multiple
concurrent continuous queries can be evaluated simultaneously at the location-
based database server (e.g., [Cai et al. 2004; Gedik and Liu 2004; Mokbel et al.
2004;Prabhakar et al. 2002]). However, all thesequery processorsfor snapshotand
continuous location-basedqueriesrely on the knowledgeof the exact user locations
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as none of thesetechniques have consideredprivate data and/or private queries.

2.3 PrivacyModels

During the last decade,several paradigms of architecture have been explored to
provide securedata transformation from the client to the server machines. Secure-
multi-part y communication [Du and Atallah 2001; Haas et al. 1999]organizesthe
communication among m parties such that each party can have the knowledge
of only a certain function but not the actual data for other parties. However, the
computational overheadof such a schemeprevents its direct application to database
problems. Thus, the minimal information sharing [Agrawal et al. 2003] paradigm
is proposedwhere it usescryptographic techniquesto perform join and intersection
operations. However, the computational costand the inabilit y to serveother queries
make such a paradigm not suitable for real time applications. The untrust worthy
third party [Emekci et al. 2006]paradigm hasbeenproposedin the context of peer-
to-peer systems. The main idea is to employ a third party that executesqueries
by collecting secureinformation from multiple data sources,i.e., peers. The most
commonly used model is the trusted third party [Aggarwal et al. 2004; Je�eries
et al. 1995]paradigm. The main idea is to employ a third party that is trusted by
the usersand acts as a middle layer betweenthe user and the databaseserver.

Among these models, our framework employs the trusted third party model as
it requires less computational overhead and is more suitable for real-time query
processing. The trusted third party model is already utilized by existing location
privacy techniques (e.g., [Beresford and Stajano 2003; Bamba et al. 2008; Chow
et al. 2006;Chow and Mokbel 2007;Gedik and Liu 2008;Gruteser and Grunwald
2003; Hashem and Kulik 2007; Kalnis et al. 2007; Li et al. 2008; Mokbel et al.
2006; Xu and Cai 2007; 2008]) and is commercially applied in other �elds. For
example, the Anonymizer [Anonymizer 2008] is for anonymous web sur�ng while
the PayPal [Paypal 2008] system is a trusted third party where a user can buy
products without giving her credit card information to the provider.

2.4 Privacy-Aware QueryProcessing

Recent research e�orts have been dedicated to deal with location privacy-
preservingqueries,i.e., getting anonymousservicesfrom location-basedapplications
(e.g., [Chenget al. 2006;Ghinita et al. 2008;Kalnis et al. 2007;Khoshgozaranand
Shahabi2007;Hu and Lee2006;Mokbel et al. 2006;Yiu et al. 2008]). Thesequery
processingframeworks can be divided into three main categories. (1) Location
obstruction [Yiu et al. 2008]. The basic idea is that a querying user �rst sends
a query along with a false location to a databaseserver, and the databaseserver
keepssending the list of nearestobjects to the reported false location to her until
the list of received objects satis�es the user's privacy and quality requirements.
(2) Spacetransformation [Ghinita et al. 2008; Khoshgozaranand Shahabi 2007].
This approach converts the original location of data and queriesinto another space
through a trusted third party. The spacetransformation maintains the spatial re-
lationship among the data and query, in order to provide accurate query answers.
(3) Cloaked area processing[Cheng et al. 2006; Kalnis et al. 2007; Hu and Lee
2006; Mokbel et al. 2006]. In this framework, a privacy-aware query processor is
embeddedin the databaseserver side to deal with the cloaked spatial area received
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Fig. 1. System architecture

either from a querying user [Chenget al. 2006;Hu and Lee 2006]or from a trusted
third party [Kalnis et al. 2007;Mokbel et al. 2006].

Among the existing cloaked area processingframeworks, the works [Hu and Lee
2006;Kalnis et al. 2007]are closestto ours. Theseworks �nd the exact set of ob-
jects as a query answer basedon the linear nearestneighbor search algorithm [Tao
et al. 2002]. The di�erence between these two works is that the work [Hu and
Lee 2006]considersrectilinear cloaked areas while the other one considerscircular
cloaked areas [Kalnis et al. 2007]. The key distinctions betweenthesetwo works and
our proposedprivacy-aware query processor are follows: (1) Our query processor
has the abilit y to easethe optimalit y of query answers by �nding a superset of the
minimal answer set that contains the exact answer, in order to achievesystemscala-
bilit y. Weusea tuning parameter to trade o� betweensystemscalability and answer
optimalit y. (2) According to our classi�cation of privacy-aware queries, these two
previousworks consideronly private queriesover public data, sothey cannot be ap-
plied to the caseof private data. (3) We considercontinuous privacy-aware queries
by proposing a shared execution paradigm that aims to improve system scalability
when dealing with a numerous number of privacy-aware continuous queries. The
shared execution paradigm also provides two other tuning parameters to trade o�
betweensystem scalability and answer optimalit y.

3. SYSTEM ARCHITECTURE

Figure 1 depicts the underlying system architecture which has two main compo-
nents: the location anonymizer and the privacy-aware query processor.

Lo cation Anon ymizer. Mobile userswho are willing to sharetheir private lo-
cation information can registerdirectly with the location-baseddatabaseserver. On
the other hand, mobile userswho want to protect their private location information
should register with the location anonymizer by specifying a certain privacy pro�le
that outlines their privacy requirements. The privacy pro�le would support the
most commonly used privacy requirements, namely, k-anonymity, minimum area
Amin , and maximum area Amax . k-anonymit y indicates that the mobile userwants
to be k-anonymous, i.e., not distinguishable among k users,while Amin and Amax

(Amin � Amax ) are the minimum and maximum acceptablesizeof the cloaked area,
respectively. Amin is particularly useful in a denseareawhere even a large k would
not achieve high privacy protection. For example,a user in a stadium with k = 100
may result in a very small cloaked area. Similarly, a user in a shopping mall may
want to guarantee that her cloaked area is beyond the mall boundary. On the other
hand, Amax indicates the largest amount of spatial inaccuracy of the cloaked area
the user is willing to tolerate. Larger valuesfor k, Amin and Amax indicate stricter
privacy requirements. Finally, mobile usershave the abilit y to changetheir privacy
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pro�les at any time to achievetheir personaltrade-o� betweenprivacy requirements
and the quality of services.

The location anonymizer receives location updates from mobile users, uses a
location anonymization algorithm to blur the locations into cloaked areas that
match each user'sprivacy pro�le , and sendsthe cloaked areas to the location-based
databaseserver. While cloaking the location information, the location anonymizer
also removes any user identit y to ensure the pseudonymit y of the location infor-
mation [P�tzmann and Kohntopp 2000]. Similar to the exact location point, the
location anonymizer also blurs the query location information before sending a
cloaked query area to the databaseserver. After the location anonymizer gets the
candidate list of answers from the privacy-aware query processor, it computes the
exact answer from the candidate list, and then sendsthe exact answer to the user.
Sincelocation anonymization algorithms have beenwidely studied, we will not dis-
cussany speci�c location anonymization algorithm in this paper. To this end, we
proposea privacy-aware query processor that is completely independent of the lo-
cation anonymization algorithm employed by the location anonymizer. Note that
the privacy requirements de�ned in a privacy pro�le are based on the employed
location anonymization algorithm.

Priv acy-aware Query Pro cessor. The snapshot/continuous privacy-aware
query processor is embedded inside the location-baseddatabase server to anony-
mously deal with cloaked areas from the location anonymizer rather than exact
point locations. Instead of returning an exact answer, the privacy-aware query pro-
cessorreturns a candidate list of answersin which the exact query answer to the user
issuing the query through the location anonymizer must be included. Then, the lo-
cation anonymizer �lters out the falseobjects from the candidate list, and sendsthe
exact answer to the mobile user. The sizeof the candidate list heavily dependson
the userprivacy pro�le . A stricter privacy pro�le would result in a larger candidate
list of answers. Using their privacy pro�les, mobile usershave the abilit y to adjust
a personal trade-o� between the amount of information they would like to reveal
about their locations and the quality of servicesthat they obtain from our frame-
work. Location-basedqueriesprocessedat the privacy-aware query processormay
be receivedeither from the mobile usersor from public administrators. Queriesthat
come from mobile usersare consideredas private queries. Private queries should
be passedby the location anonymizer to hide the user identit y, and the location of
the user who issuesthe query should be blurred. Location-basedqueries that are
issuedfrom public administrators are consideredas public queriesand do not need
to passthrough the location anonymizer. Instead, they are directly submitted to
the databaseserver. The databaseserver will answer such public queriesbasedon
the stored blurred location information of all mobile users.

Two typesof data are stored in the privacy-aware location-baseddatabaseserver,
public data and private data. Public data includesstationary objects such ashospi-
tals, restaurants, and gasstations or moving objects such aspolice carsand on-site
workers. These personsand facilities do not want to hide their location informa-
tion. Thus, they are stored directly in the location-baseddatabaseserver without
interferencefrom the location anonymizer. Private data mainly contains personal
information of mobile or stationary userswho are not willing to reveal their loca-
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tion information, e.g., they specify a privacy pro�le with non-zero k or non-zero
Amin . Private data is received at the privacy-aware location-baseddatabaseserver
ascloaked areasfrom the location anonymizer. Basedon the storeddata, we identify
three new query typesthat are supported by our privacy-aware query processor:

| Private queries over public data . In this query type, the query location is
hidden while the exact location information of storeddata is known. For example,
a person(private query) asksabout her nearestgasstation (public data). In this
case,the privacy-aware query processordoesnot know the exact location of the
personwho issuesthe query while the exact locations of gasstations are known.

| Public queries over private data. In this query type, the query location is
exactly known while the exact locations of the data of interest are not available.
Instead, only blurred information is available for the data of interest. For ex-
ample, an administrator (public query) asks about the number of mobile users
(private data) within a certain area. In this case,the privacy-aware query proces-
sor knows the exact query location information, but it doesnot know the exact
locations of mobile users.

| Private queries over private data . In this query type, neither the query
location nor data locations are known. For example, a person (private query)
asks about her nearest buddy (private data). The exact locations of both the
person who issuesthe query and her buddies are not available at the privacy-
aware query processor.

With this classi�cation, traditional location-baseddatabaseservers(e.g., [G•uting
et al. 2005;Mokbel et al. 2004;Wolfsonet al. 2002])can support only public queries
over public data where the exact location information of both data and queries is
available.

4. SNAPSHOTPRIVACY-AWARE QUERYPROCESSING

In this section,we present the privacy-aware query processingfor snapshotqueries.
Although previous approachescan be usedto compute a minimal candidate list of
answers for private queriesover public data [Hu and Lee 2006;Tao et al. 2002],the
minimal candidate list would be expensive to compute in many cases,e.g., private
queries with large cloaked areas and the number of data is very large. On the
other hand, our proposedalgorithms for privacy-aware query processingprovide a
distinct feature to compute a superset of the minimal candidate list that contains
the exact answer to the userwith lower computational cost. We can adjust between
computational cost and candidate list size through a tuning parameter re�ne . A
larger value of re�ne givesa smaller candidate list, but incurs higher computational
cost. When re�ne = 1 , our algorithm provides the sameminimal candidate list
as the previous approaches. Furthermore, although theseprevious approachesgive
conditions for pruning internal nodeswith rectangular regionsin an R-tree to obtain
a set of candidate objects for query processing[Hu and Lee 2006;Tao et al. 2002],
the given conditions are not su�cien t for computing a minimal candidate list for
private queries over private data, and simply returning all such candidate objects
would result in a large candidate list that incurs high transmission time. Similar
to private queries over public data, our algorithm for private queries over private
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Fig. 2. Tw o trivial approaches for processing priv ate queries over public data

data also supports the tuning parameter re�ne . When re�ne = 1 , our algorithm
provides a minimal candidate list for private data.

The rest of this section is organizedas follows. First, we considerprivate queries
over public data. Then, we extend the query processingalgorithm to deal with
public queriesover private data and private queriesover private data.

4.1 Private QueriesoverPublic Data

In this section, we will consider a nearest-neighbor query issued by a user in a
form \ What is my nearest gas station". In this case, the privacy-aware query
processor does not know the exact location information of the user. Instead, the
query processorknows only a cloaked area in which the user resides.On the other
hand, the exact location of the gas stations is known. Figure 2a depicts such a
scenarioby showing the data stored on the server side. There are 32 target objects,
i.e., gasstations, T1 to T32 represented by circles. The shadedarea represents the
cloaked area of the user who issuedthe query. For clarit y, the actual user location
is plotted as a squareinside the cloaked area, but this information is not revealed
to the databaseserver.

Figures 2b and 2c give two trivial approaches that represent two di�eren t ex-
tremes for evaluating private nearest-neighbor queriesover public data. In the �rst
approach (Figure 2b), the server computes the nearest object to the center of the
cloaked area, i.e., T16, as the query answer. Although this approach minimizes the
data transmitted from the server to the client, it givesan inaccurate answer where
the actual nearestobject to the client is T13. In the secondapproach (Figure 2c),
the server sendsall target objects to the client. Then, the client evaluatesher query
locally to get T13 as the query answer. Although this approach provides the exact
answer, it is not practical due to the overhead of transmitting large numbers of
target objects and the limited processingand storagecapabilities on the client side.

Our approach is to designa privacy-aware query processor that achievesa com-
promise between these two extremes. The main idea is to compute a candidate
list of answers that includes the exact answer, i.e., the nearest object to the user
who issuesthe query. To guarantee e�ciency and enhanceutilit y, the computed
candidate list should be of minimal size. In the rest of this section,we will describe
our proposedprivacy-aware query processorfor the caseof nearest-neighbor queries
along with a detailed example. Then, we will provethat the candidate list produced

A CM Transactions on Database Systems, Vol. X, No. X, X 20X.



Casper� : Query Processingfor Location Serviceswithout Compromising Privacy � 11

Algorithm 1 Private NN Queriesover Public Data
1: function Priv ateNNPublicD at a(CloakedArea A, Int re�ne )
2: for each vertex vi of A
3: t i  the nearest object to vi

4: candidate list  f;g ; R  f Ag
5: for each edge eij = vi vj of region A do
6: if t i = t j then
7: candidate list  candidate list [ f t i g
8: else
9: R = R [ RecursiveRefinement (vi vj , t i , t j , re�ne , candidate list )

10: end if
11: end for
12: for each range search area R 2 R
13: candidate list  candidate list [ f all target objects within Rg
14: return candidate list

by our algorithm doesinclude the exact answer and of minimal size.

4.1.1 Algorithm for Nearest-Neighbor Queries. Algorithm 1 gives the pseudo
code for private nearest-neighbor queries over public data. The inputs to Algo-
rithm 1 are: (a) the cloaked area A that is received from the location anonymizer
and (b) a tuning parameter, termed re�ne . A larger value of re�ne requires higher
computational cost, yet it givesa smaller candidate list that reducesboth the trans-
mission time of sendingthe candidate list from the databaseserver to the location
anonymizer and the processingtime of computing an exact answer from the candi-
date list at the location anonymizer. Setting re�ne to zero would result in a similar,
yet better, algorithm to [Mokbel et al. 2006] that returns a candidate list with a
size equal to or larger than our algorithm. On the other hand, setting re�ne to
1 would result in a minimal candidate list with the highest computational cost.
The output of Algorithm 1 is a candidate list of answers to be sent to the location
anonymizer. In this section, we consider re�ne as a system speci�ed parameter,
and we will describe how to adaptively adjust re�ne to minimize overall response
time which includes processingand transmission time. For the easeof description,
Figure 3 givesa running example for a private nearest-neighbor query over public
data where it presents a zoom view of the shaded area of Figure 2a along with
its neighbor cells and the tuning parameter re�ne is set to one. In general, our
algorithm has the following three steps:

STEP 1: Filter Selection Step. The main objective of this step is to choosea
set of �lters that prunes the set of all target objects to a smaller set of objects that
includes the exact answer. Basically, for each vertex vi of the cloaked area A, we
choosethe nearestobject of vi as its �lter t i (Lines 2 to 3 in Algorithm 1). Thus, at
most four �lters can be chosen. In our example,Figure 3a depicts that the nearest
objects for vertices v1, v2, v3, and v4 are T16, T16, T13, and T12, respectively, i.e.,
we end up selectingonly three objects f T16; T13; T12g.

STEP 2: Range Selection Step. The input to this step is the set of �lter
objects chosenfrom the previousstep. The output of this step hastwo components:
(a) a set of areas, R, enclosestarget objects that should be considered in the
candidate list, and (b) a set of target objects should be included in the candidate
list. Initially , we add the cloaked area A to the set of areasR, and the candidate list
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Algorithm 2 Private NN Queriesover Public Data: Recursive Re�nement
1: function RecursiveRefinement (Edge eij = vi vj , Obj t i , Obj t j , Int re�ne , Set candi-

date list )
2: sij  the intersection point of eij and the perpendicular bisector (? ) of t i and t j

3: if re�ne > 0 then
4: ts  the nearest object to sij

5: if ts = t i or ts = t j then
6: candidate list  candidate list [ f t i ; t j g
7: return f;g
8: else
9: re�ne  re�ne � 1

10: search area  search area [ RecursiveRefinement (vi sij , t i , ts , re�ne , candidate list )
11: search area  search area [ RecursiveRefinement (sij vj , ts , t j , re�ne , candidate list )
12: end if
13: else
14: search area  a circle centered at sij of a radius dist(sij ; t i )
15: return search area
16: end if

is set to be empty (Line 4 in Algorithm 1). The initialization of R to A indicates
that the object within A should be consideredin the candidate list as the actual
user object could be anywhere in A.

In this step, we deal with each edgeeij = vi vj of the cloaked area A separately.
Basedon the two �lters t i and t j of the edgevi vj and the tuning parameter re�ne ,
we have one of following four possibilities:

(1) The trivial edgecondition (t i = t j ). We �rst check for the casethat t i = t j , i.e.,
oneobject servesas the nearestobject for both verticesvi and vj . If this is the
case,we just add t i to the candidate list (Lines 6 to 7 in Algorithm 1). Since
we guarantee that t i is the nearestobject to any point on vi vj , we do not need
to perform any additional search on vi vj , i.e., we do not needto consider any
further steps for this edge. In our example (Figure 3a), this caseis applied to
edgev1v2 where t1 = t2 = T16. In this case,we just add T16 to the candidate
list aswe guarantee that T16 is the nearestobject to the user if the user location
is anywhere on edgev1v2.

(2) The trivial split-point condition (t i 6= t j , re�ne > 0, ts = t i ). In the case
that t i 6= t j , (i.e., the two vertices vi and vj have di�eren t �lters), we will use
Algorithm 2 to processthe edge. Basically, we compute the split point sij of
the edgevi vj as the intersection point of vi vj and the perpendicular bisector
of t i and t j where dist(sij ; t i ) = dist(sij ; t j ) (Line 2 in Algorithm 2). Since
the re�ne parameter is greater than zero, we go ahead and �nd the nearest
object ts to the split point sij . If it ends up that ts = t i , we add both t i

and t j to the candidate list and return an empty range search area (Lines 6
to 7 in Algorithm 2). It is important to note that if ts = t i , then ts = t j as
dist(sij ; t i ) = dist(sij ; t j ). The idea behind returning the empty range search
area is that if ts = t i , then we guarantee that t i is the nearest object of any
point on line segment vi sij , while t j is the nearestobject of any point on line
segment sij vj . This meansthat there is no need to have more search on the
edgevi vj . In our example, this casetakesplace for two edges,v2v3 and v1v4.
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(f ) Range search step

Fig. 3. Example of a priv ate nearest-neighbor query over public data (re�ne = 1)

For edge v2v3, since t2 = T16 6= t3 = T13, we compute the split point s23

(Figure 3b). Since the nearest object of s23 could be either T13 or T16, i.e.,
both T13 and T16 are of the samedistance from s23, we just add T13 and T16

to the candidate list. Similarly, for edgev1v4, we �gure out that both T12 and
T16 could be the nearestobject to the split point s14 (Figure 3e). Thus, we just
add T12 to the candidate list becauseT16 is already there.

(3) The recursive re�nement condition (t i 6= t j , re�ne > 0, ts 6= t i ). In the case
that the nearest object ts to the split point sij is di�eren t from t i and t j ,
we split the edgevi vj into two separateline segments vi sij and sij vj . Then,
we decreasethe tuning parameter re�ne by onewhile recursively splitting each
edgeseparatelyuntil we either: (a) the tuning parameter re�ne reacheszero,or
(b) we end up at the trivial split-point condition (Lines 9 to 11 in Algorithm 2).
In our example, edgev3v4 depicts this casewhere t3 = T13 6= t4 = T12. The
nearest object to the split point s34 is T8 (Figure 3c). Since T8 is di�eren t
from T12 and T13 and the re�ne parameter is one, we decreasere�ne by one to
zero while dividing the edgev3v4 into two separatesegments v3s34 and s34v4

(Figure 3d). Since re�ne reaches zero for the two separate line segments, we
end up with the next caseof the stopping criterion condition.

(4) The stopping criterion condition (t i 6= t j , re�ne = 0). Once the tuning pa-
rameter re�ne reaches zero, we terminate our algorithm by returning a range
search area asa circle centered at the split point sij with a radius of dist(sij ; t i ),
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i.e., dist(sij ; t i ) = dist(sij ; t j ) (Line 14 in Algorithm 2). The idea behind this
circular range search area is that all target objects within that area could be
the answer of somepoint on vi vj , so theseobjects should be added to the can-
didate list. It is important to note two main issuesin this step: (a) We may
not reach to this step as repetitiv e recursive splitting of the edgesmay always
result in either the trivial edgecondition or the trivial split-point condition; and
(b) Based on the number of recursive calls and the tuning parameter re�ne ,
we may end up with a large number of circular rangesearch areas that include
target objects to be added to the candidate list. In our running example, we
end up having the two separateline segments v3s34 and s34v4 with re�ne set
to zero. Thus, we conclude these segments by returning two circular range
search areas of their split points. The range search area of line segment v3s34

is represented by a circle, while the rangesearch area of s34v4 is represented by
a dotted circle, as depicted in Figure 3d.

STEP 3: The Range Sear ch Step. In this step, we can have one of two
options that either provide a candidate list with the minimal size (minimalit y will
be proved later) or provide a larger candidate list with lesscomputation. In both
cases,the candidate list is guaranteed to include the exact answer (inclusion will
be proved later). The two options are:

(1) To get the candidate list of the minimal size, we issuea range query for each
range search area R in the range query set R. All the results of these range
queries are added to the candidate list (Lines 12 to 13 in Algorithm 1), and
the candidate list is sent to the location anonymizer. In our example, we will
executethree range queriesas one range query for the shadedcloaked area A
and two range queriesfor the two circles depicted in Figure 3f.

(2) To reducecomputational cost while getting a larger candidate list, we execute
only one range query that corresponds to the minimum boundary rectangle of
all range search areas in R. In our example, we will execute only one range
query with the minimum bounding rectangle (represented by a bold dotted
rectangle) as the query region that covers the circles and the cloaked area A
(Figure 3f).

In our example,both options give the samecandidate list (i.e., four target objects
T8, T12, T13, and T16) that contains the actual query answer T13.

Finally, it is important to know that our privacy-aware query processor is inde-
pendent of the underlying nearest-neighbor and rangequery algorithms usedin the
nearest-neighbor search for �lters or the nearestobject of each split point in STEP 1
and STEP 2 and the rangesearch in STEP 3, respectively. Thesealgorithms are as-
sumedto be implemented in traditional location-baseddatabaseservers. We do not
have any assumptionsabout thesealgorithms as they can be employed using an R-
tree or any other methods. In fact, our approach can be seamlesslyintegrated with
any traditional location-baseddatabaseservers to turn them to be privacy-aware.

4.1.2 Adaptive Parameter Tuning. As we have discussedearlier, we can usethe
tuning parameter re�ne to trade o� between system scalability (i.e., computation
time) and the query answer optimalit y (i.e., candidate list size), from a database
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(c) As re�ne >O , TQ >T X + TF

Fig. 4. The optimal value of re�ne

server's perspective. On the other hand, from a user's perspective, the most im-
portant performance measureis total query responsetime which includes overall
processingand transmission time, as we always guarantee to provide an exact an-
swer within the candidate list. We de�ne query responsetime T asthe sum of three
components, (i) the query processingtime of computing a candidate list of answers
at the databaseserver TQ , (ii) the transmission time of sending the candidate list
from the databaseserver to the location anonymizer TX , and (iii) the �ltration time
of computing an exact answer from the candidate list at the location anonymizer
TF . We know that TQ is monotonically increasing with respect to the number of
re�nements, while the candidate list size is monotonically decreasingwith respect
to the number of re�nements. SinceTX and TF are monotonically decreasingwith
the decreaseof the candidate list size,they are also monotonically decreasingwith
respect to the number of re�nements. With theseproperties, wecan �nd an optimal
value of re�ne which results in the shortest query responsetime.

Figure 4 depicts three casesfor the optimal value of re�ne where the x and y
axesrepresent the value of re�ne and time, respectively, the thin and dotted curves
represent the query processingtime, i.e., TQ , and the sum of the transmission time
and the �ltration time, i.e., TX + TF , and the bold curve represents the query
response time T = TQ + TX + TF . Case1: TQ is always higher than TX + TF ,
i.e., TQ > TX + TF . In this case,we set re�ne to zero, becauseany re�nement
increasesthe query responsetime (Figure 4a). Case2: TX + TF is always higher
than TQ , i.e., TX + TF > TQ . In this case,we set re�ne to a maximum limit, i.e.,
re�ne max , becauseminimizing the transmission and �ltration time results in the
minimum query responsetime (Figure 4b). Case3: There is a point O in which
TQ is always higher than TX + TF when re�ne > O, and TQ is always less than
TX + TF when re�ne < O. In this case,we know that there is an optimal point for
re�ne , where the optimal point is betweenzeroand 1 , in which the query response
time is minimized (Figure 4c).

We will describe an analysis model to �nd the optimal value of re�ne so that
the query responsetime is minimized. To determine the optimal re�ne , we needto
estimate the query responsetime for the current iteration of re�nement bTi and the
next iteration of re�nement, bTi +1 . Whenever bTi +1 > bTi , we predict that further
re�nements will increasethe query responsetime. Thus, we stop the query process-
ing and return the current candidate list as the query answer. We �rst estimate
the query responsetime for the current i -th iteration of re�nement, bTi , which is the
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sum of the following three components:

(1) Query processingtime (TQ i ). This is the actual time incurred in the computa-
tion of the current candidate list at the databaseserver.

(2) Transmission time (TX i ). The databaseserver will estimate the transmission
time of sendingthe current candidate list to the location anonymizer asfollows:
TX i = Na � S=B, where Na is the number of objects in the current candidate
list, S is the averageobject size,and B is the bandwidth of the communication
link betweenthe databaseserver and the location anonymizer.

(3) Filtr ation time (TF i ). The database server will also estimate the �ltration
time of computing an exact answer from the current candidate list at the lo-
cation anonymizer as follows: TF i = Na � Tf , where Tf is the averagetime of
computing an exact answer per object from the candidate list at the location
anonymizer.

Then, the databaseserver estimatesthe query responsetime for the next iteration
of re�nement, bTi +1 , which is the sum of the following three components:

(1) Query processing time (TQ i +1 ). The database server will estimate the query
processingtime of the next iteration of re�nement basedon the current one as
follows: TQ i +1 = TQ i + No � Tp, where No is the number of line segments of A
that do not meet the trivial edgecondition or trivial split-point condition, and Tp

is the averagetime of computing a bisector and performing a nearest-neighbor
search for a split point.

(2) Transmissiontime (TX i +1 ). The databaseserver will estimate the candidate list
size for the next iteration of re�nement and the transmission time of sending
the estimated candidate list to the location anonymizer as follows: TX i +1 =
(Na � Ri � Aa ) � S=B, where Ri is the averagereduction ratio of Na from i - to
(i + 1)-th iteration per unit squareof a cloaked area A and Aa is the area of A.

(3) Filtr ation time (TF i +1 ). The database server will also estimate the �ltration
time of computing an exact answer from the estimated candidate list at the
location anonymizer as follows: TF i +1 = (Na � Ri � Aa ) � Tf .

To estimate Tp and Ri at the databaseserver, and Tf at the location anonymizer,
we have a learning period with a set of privacy-aware queries, and then update
their valuesduring processingnewly received queries. Since the tuning parameter
re�ne is applicable to both the private queriesover public data and private queries
over private data, the proposedadaptive parameter tuning model can be applied
to both of thesequery types.

4.1.3 Proof of Correctness. In this section, we show the correctnessof the algo-
rithm of private nearest-neighbor queriesover public data (Algorithm 1) by proving
that: (1) Minimalit y - the algorithm is optimal, i.e., it returns the minimal can-
didate list, when the tuning parameter re�ne is set to 1 , and (2) Inclusion - the
algorithm is inclusive, i.e., it returns the exact answer within the candidate list.

Theorem 1. Minimalit y. Given a cloaked area A, a user U who issuesa query
within A, and a tuning parameter re�ne which is set to 1 , the algorithm computes
a minimal candidate list of answersfor A.
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Fig. 5. Tw o termination casesfor the query processing of priv ate queries over public data

Pr oof. The algorithm results in a candidate list of objects which reside in A
and/or the nearest object of some point on the edge of A. We will show that
a minimal candidate list of answers contains all such objects. First, U could be
located anywhere within A. An object within A is the nearest object to U, when
the object and U are at the same location. Thus, the object within A could be
the exact answer to U. Second,U could be located at any point on the edgeof
A. For each line segment vi vj with objects t i and t j as the nearest object of its
endpoints vi and vj , respectively, the algorithm ends up having the line segment
with either the trivial edgecondition (i.e., t i = t j ) or the trivial split-point condition
(i.e., t i 6= t j , ts = t i ). This is becausethe stopping criterion condition will not take
place as re�ne = 1 . We will show that the algorithm �nds the nearest object to
any point on the line segment where either the trivial edgecondition or the trivial
split-point condition takesplace.

(1) The trivial edge condition. Figure 5a depicts this casewhere t is the nearest
object to any point p on vi vj , the dotted, shaded and solid circles are the
required nearest-neighbor search spaceof vi , p, and vj , respectively. The shaded
circle touches the intersection points of the dotted and solid circles, and it is
totally covered by the dotted and solid circles. Supposethat there is another
object t0 that is closerto p than t; and hence,t0 is within the shadedcircle (i.e.,
t0 is within the dotted and/or solid circles). However, if t0 is within the dotted
circle (or solid circle), it contradicts to the minimalit y, i.e., t is the nearest
object to vi (or vj ). Therefore, t is the nearestobject to any point on vi vj .

(2) The trivial split-point condition. Figure 5b depicts this casewhere sij is the
split point of the edgevi vj and the nearest object of sij could be either t i or
t j . For the line segment vi sij , vi and sij have the samenearestobject t i . The
proof of the trivial edge condition shows that t i is the nearest object to any
point on vi sij . Similarly, for the line segment sij vj , t j is the nearestobject to
any point on sij vj .

Since we guarantee that only the objects within A and the nearest objects to
some point on the edge of A are added to the candidate list, the candidate list
contains the minimal set of objects that could be the exact answer to U.

Theorem 2. Inclusion. Given a cloaked area A, a user U who issuesa query
within A, and a tuning parameter re�ne � 0, the algorithm computesa candidate
list of answersfor A that contains the exact answer to U.
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Pr oof. When re�ne is set to 1 , the proof of Theorem 1 shows that the target
objects which could be the nearest object to U are added to the candidate list,
so the exact answer to U is included in the candidate list. On the other hand,
when re�ne is �nite, the stopping criterion condition could take place for someline
segments. We will show that the exact answer of any point on such line segments
is included in the candidate list. When the stopping criterion condition is applied
to a line segment vi vj , we do not �nd the nearest object to the split point sij of
vi vj . Thus, we distinguish two cases.

Case1: If t i and t j are the nearestobjects of sij , the proof of the trivial split-point
condition in Theorem 1 can be applied to this case. Thus, t i is the nearestobject
to any point on the line segment vi sij , while t j is the nearest object to any point
on the line segment sij vj . In this case,the algorithm adds the objects within the
range search area of sij to the candidate list. Since t i and t j are the only objects
within the rangesearch area, thesetwo objects are added to the candidate list.

Case2: If neither t i nor t j is the nearestobject of sij . There is an object t that
is closer to somepoint on vi vj than t i and/or t j . For the line segment vi sij , if t
is closer to somepoint on vi sij than t i , the proof of the trivial edge condition in
Theorem 1 givesthat t must be within the dotted and/or bold circles (Figure 5b).
This is becauseif t is outside the dotted and bold circles, t i is closer to any point
on vi sij than t. Similarly, for the line segment sij vj , if t is closer to somepoint on
sij vj than t j , t is within the thin and/or bold circles. Sincet i and t j are the nearest
objects to vi and vj , respectively, there is no other objects within the dotted and/or
thin circles. Therefore, t must be within the bold circle, i.e., the rangesearch area
of sij . In this case,the algorithm adds the objects within the rangesearch area of
sij to the candidate list.

For both cases,the nearest object to any point on a line segment where the
stoppingcriterion condition takesplaceis included in the candidate list. Therefore,
the exact answer to U is included in the candidate list whenever re�ne � 0.

4.2 Public QueriesoverPrivate Data

In this section, we will consider a public nearest-neighbor query over private data
issuedby a user in a form \ What is the nearest customer to my taxi". In this case,
the privacy-aware query processoris aware of the exact location of the query issuer,
i.e., the taxi. However, the query processordoesnot know the exact location of the
data, i.e., customers' locations. Instead, the query processorknows only a cloaked
area in which each customer resides. The query processorreturns a candidate list
of answers that includes the exact query answer. The query processingof public
queriesover private data is a very simple one as we are describing it here just as a
basis for processingprivate queriesover private data in Section 4.3.

4.2.1 Algorithm for Nearest-Neighbor Queries. As the idea of the algorithm is
very simple, we just show the modi�cations that we needto have in Algorithm 1 to
dealwith public queriesover private data. The input to the algorithm is a point-size
area A where the four vertices are the sameas the query location point. Sincethe
query location point hasno edges,the tuning parameter re�ne takesno e�ect on the
algorithm; and thus, the rangeselection step(STEP 2) in Algorithm 1 is neglected.
The other two stepswill be slightly modi�ed as follows. Figure 6 acts as a running
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Fig. 6. Example of a public nearest-neighbor query over priv ate data

example where the location of the user who issuesthe query is represented by a
squarewhile four private target objects, i.e., T1 to T4, are represented by rectangles.

STEP 1: The Filter Selection Step. This step is similar to the �lter selection
step in Algorithm 1. The only modi�cation is in the nearest object search where
we consider that the location of a private object T is its furthest corner from the
user's location. In other words, the distance between a user's location U and a
private object t with a cloaked area A t , distmax(U;A t ), is the distancefrom U to the
furthest corner of A t from U. Figure 6a depicts that T1 is a �lter object and the
distance betweenthe user and T1, i.e., distmax(U;AT1 ), is represented by a line.

STEP 2: The Range Sear ch Step. In this step, we compute only onecircular
rangesearch area centered at the user's location U with a radius of the maximum
distance between U and the �lter object t, i.e., distmax(U;A t ). All objects which
intersect the rangesearch area could be the exact query answer, so they are added
to the candidate list of answers. Figure 6b depicts the rangesearch area represented
by a circle. The objects which intersect the rangesearch area, i.e., T1 and T4, are
added to the candidate list.

After the location anonymizergetsthe candidate list of answersfrom the privacy-
aware query processor, the exact location of a private object in the candidate list
can be disclosedto the user who issuesthe query, if (1) the user has the required
privilege, e.g., police, to accessthese objects' exact location information; and/or
(2) the private object has granted the user the required privilege, e.g., the user is
on the object's friend list. However, if the userdoesnot have the required privilege
to accessthe exact location of an object, the user can only get a cloaked area as
the object's location, in order to preserve the object's location privacy.

4.2.2 Proof of Correctness. In this section, we show the correctnessof the algo-
rithm of public nearest-neighbor queriesover private data by proving that: (1) Min-
imalit y - the algorithm returns the minimal candidate list, and (2) Inclusion -
the algorithm returns the exact answer within the candidate list.

Theorem 3. Minimalit y. Given a user U who issuesa query, a �lter object
t with a cloaked area A t , and a range search area R centered at U with a radius
of the distance between U and the furthest corner of A t from U, the set of objects
which intersects R constitutes a minimal candidate list of answers.
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Pr oof. If t is the only object in R, t is the exact answer to U. However, if
there is another object t0 and its cloaked areaA t 0 intersectsR, t0 could be the exact
answer to U. Sincet0 intersectsR, t0 is added to the candidate list. Sinceonly the
objects which could be the exact answer are added to the candidate list, the result
candidate list is the minimal set of objects that contains the exact answer.

Theorem 4. Inclusion. Given a user U who issuesa query, a �lter object t
with a cloaked area A t , and a range search area R centered at U with a radius of
the distance between U and the furthest corner of A t from U, the exact answer
intersects R.

Pr oof. We know that the distancebetweenthe exact answer and U is not larger
than distmax(U;A t ), and all objects intersecting R are added to the candidate list.
Supposethat t0 is the exact answer to U and t0 is not included in the candidate list.
Thus, we know that the distance between U and t0 is larger than distmax(U;A t ),
i.e., t must be closerto U than t0, that contradicts to the assumption that t0 is the
exact answer. Thus, the candidate list includes the exact answer.

4.3 Private QueriesoverPrivate Data

In this section, we will consider the caseof private nearest-neighbor queries over
private data in which the query issuedby the user is in a form \ What is my nearest
buddy". In this case,the privacy-aware query processor does not know the exact
location information of both the user who issued the query and the data, i.e.,
her buddies. Instead, the query processorknows only a cloaked area in which
the user or each of her buddies resides. The query processorreturns a candidate
list of answers that includes the exact query answer to the query issuer. The query
processingof private queriesover private data is similar to Algorithm 1, asdescribed
in Section 4.1, while using the query processingof public queriesover private data,
as presented in Section 4.2, for nearestneighbor searches.

4.3.1 Algorithm for Nearest-Neighbor Queries. As the basic idea of the algo-
rithm is to employ the algorithm of public queries over private data for nearest
neighbor searches in Algorithm 1. Thus, we show only the modi�cations that we
need to have in Algorithm 1 to deal with private queries over private data. The
input to the algorithm is exactly the sameas Algorithm 1, i.e., the cloaked area A
receivedfrom the location anonymizerand a tuning parameter re�ne , wherea larger
value of re�ne gives a candidate list with a smaller size, but incurs higher query
processingtime. The output of the algorithm is a candidate list of answers to be
sent to the location anonymizer. Figure 7 depicts a running example for a private
nearest-neighbor query over private data where the cloaked area A is represented
by a shadedarea and the private data is represented by rectangles. For clarit y, the
actual location of the user who issuedthe query is represented by a squarewithin
A, but this information is not revealedto the databaseserver. Also, we show only
the private data that is involved in the query processingfor the sake of simplicit y.
In this example, the tuning parameter re�ne is set to one. The algorithm has the
samethree stepsas in Algorithm 1 with following modi�cations:

STEP 1: The Filter Selection Step. The only modi�cation in this step is
that we use the algorithm of public queries over private data to �nd a �lter t i for
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Fig. 7. Example of a priv ate nearest-neighbor query over priv ate data (re�ne = 1)

each vertex vi of the cloaked area A. This meansthat t i with a cloaked area A t i has
the smallest distance distmax(vi ; A t i ), i.e., the distance betweenvi and the furthest
corner of A t i from vi , amongall objects. In our example,Figure 7a depicts that the
nearest objects for vertices v1, v2, v3, and v4 are T1, T1, T2, and T4, respectively.
The distance betweeneach vertex and its �lter is represented by a dotted line.

STEP 2: The Range Selection Step. The basic idea of this step is similar to
the range selection step in Algorithm 1, but we have somemodi�cations for each
possiblecondition.

(1) The trivial edgecondition (t i = t j ). The only modi�cation of this condition is
that we add two rangesearch areas to the rangequery set R. One rangesearch
area is a circular region centered at vi with a radius of distmax(vi ; A t i ) and
the other rangesearch area is a circular region centered at vj with a radius of
distmax(vj ; A t j ). The idea of adding thesetwo rangesearch areas to R instead of
adding t i and t j to the candidate list is that all objects intersecting theserange
search areas could be the answer of somepoint on the edgevi vj . Thus, these
objects should be added to the candidate list. In our example, this condition
takesplace for edgev1v2 where t1 = t2 = T1, so we add the rangesearch areas
of v1 and v2 to R.

(2) The trivial split-pint condition (t i 6= t j , re�ne > 0, ts = t i ). We have two
modi�cations for this case.The �rst modi�cation is in the computation of the
split point sij of the edgevi vj . sij is computed as an intersection point of vi vj
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and the perpendicular bisector of t i and t j in which we consider the furthest
cornersof t i and t j from the opposite verticesvj and vi , respectively. Sincethe
tuning parameter re�ne is greater than zero, we �nd the nearest object t s to
the split point sij . The secondmodi�cation is that if it results in a casets = t i ,
we add the range search areas of t i , ts, and t j , i.e., these areasare the circles
centered at vi , sij , and vj with a radius of distmax(vi ; A t i ), distmax(sij ; A t i ) =
distmax(sij ; A t j ), and distmax(vj ; A t j ), respectively, to the range query set R.
The reasonof returning thesethree rangesearch areas is that the set of objects
intersecting the range search areas of vi and sij constitutes the minimal set
of objects that could be the answer of some point on vi sij . On the other
hand, the set of objects intersecting the rangesearch areas of sij and vj is the
minimal set of objects that could be the answer of somepoint on sij vj . In our
example, this caseis applied to two edgesv2v3 and v1v4. For edgev2v3, since
t2 = T1 6= t3 = T2, and the tuning parameter re�ne is larger than zero, we
compute the split point s23 (Figure 7b). Since the nearest object of s23 is T1

or T2, i.e., distmax(s23; AT1 ) = distmax(s23; AT2 ), we add the range search areas
of v2, s23, and v3 to the range query set R. Likewise,for edgev1v4, we know
that the nearestobject to the split point s14 is T1 or T4 (Figure 7f). Sincethe
rangesearch area of v1 is already added to R, we merely add the rangesearch
areas of s14 and v4 to R.

(3) The recursive re�nement condition (t i 6= t j , re�ne > 0, ts 6= t i ). This step
is exactly the sameas the recursive re�nement condition in Algorithm 1. In
our example, this case is applied to edge v3v4 where v3, s34, and v4 have
di�eren t nearest objects, i.e., t3 = T2, ts34 = T3, and t4 = T4, and re�ne is
larger than zero. We split v3v4 into two separateline segments v3s34 and s34v4,
and then recursively executethis step on thesetwo separateline segments while
decreasingre�ne by oneto zero,asillustrated in Figures7d and 7e,respectively.
In this example,re�ne reacheszeroafter the �rst recursive re�nement for both
line segments, we end up with the next caseof the stoppingcriterion condition.

(4) The stopping criterion condition (t i 6= t j , re�ne = 0). The only modi�cation
of this step is the same as the secondmodi�cation of the trivial split-point
condition. When the tuning parameter re�ne reaches zero, we add the range
search areas of the endpoints vi and vj , and the split point sij of the edgevi vj

to the rangequery set R.

STEP 3: The Range Sear ch Step. The basic idea of this step is the sameas
in Algorithm 1. The only modi�cation for each option is follows:

(1) To get the candidate list of the minimal size, we issuea range query for each
rangesearch area R in the rangequery set R. For each rangequery, all objects
intersecting R are returned as the answer. The answers of these range queries
are added to the candidate list.

(2) To reducecomputational cost while getting a larger candidate list, we execute
only one range query with a query region that corresponds to the minimum
boundary rectangleof all rangesearch areas in R. Then, all objects intersecting
the query region are added to the candidate list.
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Fig. 8. Some termination casesfor priv ate queries over priv ate data

4.3.2 Proof of Correctness. In this section, we show the correctnessof the pri-
vate nearest-neighbor queriesover private data algorithm by proving that: (1) Min-
imalit y - the algorithm is optimal, i.e., it returns the minimal candidate list, when
the tuning parameter re�ne is set to 1 , and (2) Inclusion - the algorithm is
inclusive, i.e., it returns the exact answer within the candidate list.

Theorem 5. Minimalit y. Given a cloaked area A, a user U who issuesa query
within A, and a tuning parameter re�ne which is set to 1 , the algorithm computes
a minimal candidate list of answersfor A.

Pr oof. The algorithm results in a candidate list of objects which intersect with
A or could be the nearestobject to somepoint on the edgeof A. We will show that
the minimal candidate list contains all such objects. First, U could be anywhere
within A. The object intersecting A could be the exact answer becausethe object
and U could be at the same location. Second,U could be located at any point
on the edgeof A. For each line segment vi vj with objects t i and t j as the nearest
object of its endpoints vi and vj , respectively, the algorithm endsup having the line
segment with either the trivial edgecondition (i.e., t i = t j ) or the trivial split-point
condition (i.e., t i 6= t j , ts = t i ). This is becausethe stoppingcriterion condition will
not take place when re�ne = 1 . We will show that the algorithm �nds all objects
that could be the exact answer of somepoint on a line segment where either the
trivial edgecondition or the trivial split-point condition takesplace.

(1) The trivial edgecondition. We distinguish two cases.
Case1: The furthest corner of the cloaked area of the same�lter t of vi and vj ,
A t , from vi and vj is the same(Figure 8a). The search rangearea of any point
p on vi vj is a circle with a radius of a distance from p to the furthest corner of
A t from p (represented by a dotted circle). By Theorems3 and 4, the nearest
object to p intersectsthe rangesearch area of p. All possiblerangesearch areas
of p are within the range search areas of vi and vj , so the objects intersecting
the range search area of vi and vj constitute the minimal set of objects that
could be the exact answer to p.
Case2: The furthest corners of A t from vi and vj are di�er ent (Figure 8b). Let
l i be the line from vi to the furthest corner of A t from vi (represented by a thin
line) and l j be the line from vj to the furthest corner of A t from vj (represented
by a bold line). m is a point on vi vj projected from the intersection point of
l i and l j . The point p on the line segment vi m has the samefurthest corner,
while p on the line segment mvj also has the samefurthest corner. Thus, the
�rst casecan be applied to both line segments vi m and mvj .
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(2) The trivial split-point condition. We split vi vj into two separateline segments
vi sij and sij vj . Sinceboth the line segments have the samenearestobject, as
depicted in Figure 8c, the proof of the trivial edgecondition can be applied to
this case.

Sincewe guarantee that only the objects within A and the objects that could be
the exact answer of somepoint on the edgeof A are added to the candidate list,
the candidate list is minimal.

Theorem 6. Inclusion. Given a cloaked area A, a user U who issuesa query
within A, and a tuning parameter re�ne � 0, the algorithm computesa candidate
list of answersthat contains the exact answer to U.

Pr oof. When re�ne is set to 1 , the proof of Theorem 5 shows that target
objects that could be the nearest object to U are added to the candidate list, so
the exact answer to U is included in the candidate list. When re�ne is �nite, the
stopping criterion condition could take place for someline segments. The proof of
the trivial split-point condition in Theorem 5 shows that the nearestobject to any
point on the line segment vi vj interests the rangesearch areas of vi , vj , and/or the
split point sij of vi vj . Sincethe stopping criterion condition adds thesethree range
search areas to the range query set R, the algorithm adds all objects intersecting
theserangesearch areas to the candidate list. This meansthat the nearestobject
to any point on a line segment where the stopping criterion condition takesplace
is included in the candidate list. Therefore, the exact answer to U is included in
the candidate list whenever the tuning parameter re�ne � 0.

5. CONTINUOUSPRIVACY-AWARE QUERYPROCESSING

In this section, we propose a shared execution paradigm that turns the snapshot
privacy-aware query processorproposed in Section 4 into a scalableand e�cien t
query processor for continuous privacy-aware queries. Examples of continuous
queries include \ Continuously send e-coupons to the car that is within one mile
of my restaurant" and \ Continuously report my nearest police car". The user issues
a continuous query by registering the query with a databaseserver for a speci�ed
period of time. After the usergetsan initial query answer from the databaseserver,
she is noti�ed with the changesin the query answer. Sincea numerousnumber of
continuous privacy-aware queries could be lasted for a long time at the database
server, the most important challengesfor processingsuch continuous queries are
system scalability and computational e�ciency . However, a basic paradigm that
simply extendsthe snapshotprivacy-aware query processingalgorithm to deal with
continuousqueriesindividually is not scalableand e�cien t. To this end, we propose
a shared execution paradigm that aims to sharecomputational resourcesamongcon-
tinuous privacy-aware queries,in order to improve systemscalability and e�ciency .

The rest of this sectionis organizedasfollows. First, we usea basic paradigm that
extendsthe snapshotprivacy-awarequery processorto dealwith continuous privacy-
aware queries and analyze the computational cost of maintaining their query an-
swers. Then, we give the detail of our proposedshared execution paradigm, analyze
the computational cost of employing the shared execution paradigm to processcon-
tinuous privacy-aware queries, and describe how to modify the snapshotprivacy-
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aware query processingalgorithm to incorporate the shared execution paradigm for
all intro duced privacy-aware query types.

5.1 BasicContinuousPrivacy-aware QueryProcessing

This section describes a basic paradigm that extends the snapshotprivacy-aware
query processingalgorithm proposedin Section 4 to deal with continuous privacy-
aware queries. The main idea of the basic paradigm is that the snapshotprivacy-
aware query processorcomputes an initial query answer. Due to mobilit y, the
query answer would become stale at any time. Thus, the query processorhas
to continuously detect the change in the query answer and notify the user with
the change immediately. Continuously maintaining the answer of a privacy-aware
query needsto detect two casesof changes:(1) The nearestobject of the vertex of
a cloaked area A or the split point of the edgeof A changesits location or there
is a new nearest object for the vertex or split point, and (2) Someobjects move
to or out from a range search area in the range query set R. For the �rst case
of changes,we issuea continuous nearest-neighbor (NN) query for each vertex or
split point to monitor its nearest object. For the secondcaseof changes,we issue
a continuous range query for each range search area in R to detect the change
of the target objects within the area. We will describe how the query processor
maintains the answer of continuous privacy-aware queries. Whenever the query
processoris noti�ed with some changes in the continuous NN query, the query
processorre-evaluates the query answer. Then, we only send the changesin the
query answer to the location anonymizer, i.e., an incremental query answer update,
in order to reduce communication overhead. On the other hand, when we detect
changesonly in the continuous range queries, we simply send the changesin the
query answer to the location anonymizer without re-evaluating the query answer.
If we re-evaluate a query answer due to the changein a continuous NN queries, any
changein continue rangequeriescan be neglected. This is becauseall rangesearch
areas will be removed from R before the re-evaluation.

Analysis. We will study the computational cost of the basic paradigm for each
privacy-aware query type. In our analytical model, we consider the secondoption
of the range search step in Algorithm 1, i.e., only one continuous range query is
issuedto monitor the minimum bounding rectangle of all rangesearch areas in the
range query set R and let NQ be the number of continuous privacy-aware queries
in the system. Hence, the total number of continuous range queries is NQ . The
computational cost of each privacy-aware query type in terms of the number of
continuous NN queriesis analyzedas follows:

| Private queries over public data. For each query, we issue one continuous NN
query to monitor the nearestobject of each vertex of the cloaked area A, i.e., four
continuous NN queries for each query. For each edgeof A, we have to monitor
the nearest object of at most 2re�ne � 1 split points of the edge;and hence,we
issueat most 4 � (2re�ne � 1) continuous NN queriesfor all the split points of A.
Thus, the computational cost is O(NQ � [4+ 4� (2re�ne � 1)]) = O(NQ � 2re�ne +2 ).

| Public queries over private data. For each query, we issueonly one continuous
NN query to monitor its �lter object, Thus, the computational cost is NQ .
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| Private queries over private data. The computational cost of this query type is
exactly the same as that of the private queries over public data, i.e., O(NQ �
2re�ne +2 ).

5.2 Shared ExecutionParadigmfor ContinuousPrivacy-aware QueryProcessing

Although the basic paradigm is simple, the computational cost is dependent on the
number of continuous privacy-aware queriesand the tuning parameter re�ne . The
basic paradigm would su�er from a scalability issuewhen a location-baseddatabase
server processesa numerous number of continuous privacy-aware queries with a
strict requirement on the answer optimalit y, i.e., a large value of re�ne . To this
end, we proposea shared execution paradigm for continuous privacy-aware queries
to improve system scalability and computational e�ciency . The basic idea is that
we maintain a set of static query points whosenearestobjects would be utilized as
part of the query processingfor all continuous privacy-aware queries.

Static Query Poin ts. In the shared execution paradigm, we maintain a set of
static query points that is uniformly distributed in the system. A static query point
is either in an on or o� state. Initially , all static query points are in the o� state.
When the query processorneedsto �nd the nearestobject of the vertex of a cloaked
area A or the split point of the edgeof A, it �nds the nearest static query point
of the vertex or split point, and then turns the static query point on and �nds the
nearestobject to the static query point as an approximate answer for the vertex or
split point. We maintain the answer of this static query point until it is no longer
neededby any continuousprivacy-aware queries,i.e., we turn the static query point
o�. Since the answer of a static query point may not be the actual nearest object
of the vertex of a cloaked area A or the split point of the edge of A, using the
static query point would result in a larger candidate list of answers. Although the
number of static query points can be served as a system-wideperformancetuning
parameter, it would not satisfy the needof individual queries. Thus, we intro duce
another tuning parameter � for individual continuous privacy-aware queries. The
idea is to use the answer of a static query point as the nearestobject of the vertex
or split point of A if the distance betweenthe vertex or split point and its nearest
static querypoint is lessthan � . When weset � = � max , where� max is the maximum
value of � , we always usethe static query points for query processing.At the other
extreme case� = 0, we will not useany static query points for query processing.

The privacy-aware query processor bene�ts from the shared execution paradigm
in three aspects. (1) The number of static query points can be served as a perfor-
mancetuning parameter to trade o� betweensystem scalability and query answer
optimalit y. In other words, a larger number of static query points givesbetter qual-
it y of query answers, i.e., a smaller candidate list of answers, but it incurs higher
computational cost. It is important to note that the shared execution paradigm
guaranteesthat the exact query answer is included in the candidate list, regardless
of the number of static query points. (2) The shared execution paradigm provides
a fashion to bound the total number of continuous NN queries maintained at the
databaseserver by the number of static query points when � = � max . (3) When
we use the answer of a static query point as the nearest object of the vertex of
a cloaked area A or the split point of the edge of A, the answer is immediately
available for the query processorwithout performing any nearest-neighbor search,
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Fig. 9. The e�ect of �

and thus reducing computational overhead.
Analysis. Table I summarizes the computational cost of the basic paradigm

and the shared execution paradigm with di�eren t valuesof � for each privacy-aware
query type. Similar to the analysisof the basic paradigm, we let NQ be the number
of continuous privacy-aware queriesand maintain a continuous rangequery for all
rangesearch areas in the rangequery set R of each continuousprivacy-awarequery.
Furthermore, we assumethat there are NS static query points that are uniformly
distributed in the system. Figure 9a depicts a cell (represented by a rectangle)
enclosedby four static query points (represented by triangles) where the length and
width of the cell are l and w, respectively, and the coveragearea of each static query
point is represented by a shadedcircle. A coverage area of a static query point is
a circular area centered at the query point with a radius of � . We �rst develop a
function to determine the probabilit y of using the answer of a static query point for
the vertex of a cloaked area A or the split point of the edgeof A with respect to � ,
PA (� ), and then analyze the computational cost of each privacy-aware query type
for di�eren t valuesof � .

Figure 9b givesthe caseof the maximum value of � , � max , i.e., the distance from

a static query point to the center of the cell. Thus, � max = jbcj =
q

jabj2 + jacj2 =
p

(l2 + w2)=4, where c is the center of the cell and jbcj represents the distance of
line segment bc. For simplicit y, we assumethat PA (� ) of the vertices and split
points of a cloaked area A is independent; and thus, PA (� ) can be computed as a
ratio of the area of the union of the coveragearea of the four static query points of
a cell to the cell area. To determine PA (� ) for di�eren t valuesof � , we distinguish
three cases:

Case1: 0 � � � min(w; l ). In this case, there is no intersection among the
coverage area of the four static query points of a cell (e.g., seeFigure 9a); and
hence,PA (� ) = [4 � (� 2� � 90=360)]=(w � l ) = � 2� =(w � l ).

Case2: min(w; l ) < � < � max . Figure 9c illustrates this case where jdej =
jdgj = � , jf gj = (2� � l )=2 = � � l=2, jdf j = jdgj � jf gj = � � (� � l=2) = l=2,

jef j =
q

jdej2 � jdf j2 =
p

� 2 � (l=2)2, and � = cos� 1(jdf j=jdej) = cos� 1[(l=2)=� ].
The area of the shadedarea is equals to the area of the triangle EDF subtracted
from the area of the sector EDG. The area of the sector EDG is � 2� (� =360)
and the area of the triangle EDF is (jdf j � jef j)=2; and hence,the shadedarea is
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Table I. The computational cost of each priv acy-aware query type

Priv acy-aware
Query Types Basic Paradigm

Shared Execution
Paradigm (� = � max )

Shared Execution
Paradigm (� < � max )

Priv ate Queries
over Public Data

O(N Q � 2re�ne +2 ) O(min( N Q � 2re�ne +2 ;
NS ))

O((1 � PA (� )) � N Q � 2re�ne +2

+min (PA (� )� N Q � 2re�ne +2 ;
NS ))

Public Queries
over Priv ate Data NQ O(min (N Q ; NS ))

O((1 � PA (� )) � N Q +
min( PA (� )� N Q ; NS ))

Priv ate Queries
over Priv ate Data

O(N Q � 2re�ne +2 ) O(min( N Q � 2re�ne +2 ;
NS ))

O((1 � PA (� )) � N Q � 2re�ne +2

+min (PA (� )� N Q � 2re�ne +2 ;
NS ))

� 2� (� =360) � (jdf j � jef j)=2 = � 2� (cos� 1[(l=2)=� ]=360)� [(l=2)
p

� 2 � (l=2)2]=2. In
general, the intersection area of the coveragearea of the two static query points on
the vertical or horizontal edgeof a cell is A Int (s) = 2 � f � 2� (cos� 1[(s=2)=� ]=360)�
[(s=2)

p
� 2 � (s=2)2]=2g, where s = l and s = w for the vertical and horizontal edge

of a cell, respectively. Thus, PA (� ) = [� 2� � 2(A Int (w) + A Int (l ))]=(w � l ).
Case3: � � � max . In this case,the cell areais totally coveredby the coveragearea

of the four static query points that enclosethe cell; and hence,the query processor
always usesthe answer of static query points for query processing,PA (� ) = 1.

Therefore, the probabilit y of usingthe answer of a static querypoint asthe nearest
object for the vertex or split point of a cloaked area A, PA (� ), can be summarized
as the following equations:

PA (� ) =

8
<

:

� 2� =(w � l ); 0 � � � min(w; l );�
� 2� � 2(A Int (w) + A Int (l ))

�
=(w � l ); min(w; l ) < � < � max ;

1; � max � � < 1 .

The computational cost of each privacy-aware query type with di�eren t valuesof �
is analyzedas follows:

| Private queries over public data. For a set of NQ queries, we use a total of at
most min(PA (� ) � NQ � 2re�ne +2 ; NS) static query points for query processing
and maintain at most (1 � PA (� )) � NQ � 2re�ne +2 continuous NN queries. Thus,
the computational cost is O((1 � PA (� )) � NQ � 2re�ne +2 + min(PA (� ) � NQ �
2re�ne +2 ; NS)).

| Public queries over private data. For a set of NQ queries, we use a total of at
most min(PA (� ) � NQ ; NS ) static query points for query processingand maintain
at most (1 � PA (� )) � NQ continuous NN queries. Thus, the computational cost
is O((1 � PA (� )) � NQ + min(PA (� ) � NQ ; NS )).

| Private queries over private data. The computational cost of this query type is
exactly the sameas that of the private queriesover public data.

5.2.1 Algorithm for Private Nearest-Neighbor Queries over Public Data. In this
section,weextend Algorithm 1 to employ the shared execution paradigmto compute
the query answer of a private continuous nearest-neighbor query over public data.
Figure 10 depicts a running exampleof the shared execution paradigm for a private
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Fig. 10. Example of the shared execution paradigm for a priv ate contin uous nearest-neighbor
query over public data (re�ne = 1)

continuous nearest-neighbor query over public data where the cloaked area A is
represented by a shadedarea, the four static query points of the cell intersecting
A are represented by triangles, and the tuning parameter re�ne is set to one. If a
static query point hasbeenturned on by the query processor,the static query point
is represented by a black triangle; otherwise, the static query point is represented
by a gray triangle. For simplicit y, we show only the objects that will be usedby the
algorithm. The actual location of the user who issuedthe query is represented by
a square for illustration only, but this actual location information is not revealed
to the databaseserver. Initially , the candidate list of answers is set to be empty
and the range query set R is set to the cloaked area A. Then, the same idea of
Algorithm 1 can be applied to the shared execution paradigm with the following
modi�cations:

STEP 1: The Filter Selection Step. The only modi�cation is that for each
vertex vi of A, if the distance between vi and the nearest static query point is
lessthan � , we usethe answer of the neareststatic query point as the �lter t i of vi .
Although the �lter may not be the actual nearestobject to the vertex, we guarantee
that the exact answer to the user is included in the candidate list (inclusion will
be proved later). Otherwise, we �nd the actual nearest object of vi as the �lter
t i as in Algorithm 1. Note that if the static query point has been turned on, its
answer is immediately available for the query processorwithout performing any
nearest-neighbor search. In our example, Figure 10a depicts that only the vertices
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v3 and v4 with a distance to their nearest static query point is lessthan � . Thus,
the query processorneedsto �nd the actual nearestobject to the other vertices v1

and v2 as their �lters, i.e., t1 = t2 = T16. Since the distance between v3 and the
top right static query point is lessthan � , the �lter of v3 is the answer of the top
right static query point, i.e., t3 = T13. Likewise,the �lter of v4 is the answer of the
top left static query point, i.e., t4 = T3.

STEP 2: The Range Selection Step. We will present the minor modi�cation
for each possiblecondition.

The trivial edgecondition (t i = t j ). This condition takesplace for an edgevi vj

when the same object serves the �lter of vi and vj . In this condition, the only
modi�cation is that if we use the answer of a static query point as the �lter of vi ,
we do not add t i to the candidate list. Instead, we add a range search area of vi

that is a circle centered at vi with a radius of the distance from vi to t i to the range
query set R. The idea behind this modi�cation is that when we usea static query
point, its answer may not be the actual nearest object of the vertex. In fact, the
objects that could be the actual nearest object of vi are within the range search
area. Thus, all these objects should be added to the candidate list. The same
scenariois also applied to the vertex vj . In our example, this condition takesplace
for edgev1v2 becausethe sameobject T16 serves the �lter of both vertices v1 and
v2 (Figure 10a). SinceT16 is the actual nearestobject to v1 and v2, we simply add
T16 to the candidate list and no further re�nement on v1v2 is needed.

The trivial split-point condition (t i 6= t j , re�ne > 0, ts = t i ). We have two
modi�cations before checking for this condition, and one modi�cation when this
condition holds for an edgevi vj . The �rst modi�cation is similar to the �lter step.
If the distance betweenthe split point sij of vi vj and the neareststatic query point
is less than � , we use the answer of the nearest static query point as the nearest
object ts of sij . The secondmodi�cation is that if ts is closerto vi than vi 's current
�lter t i , ts is consideredasthe �lter of vi . Then, we start over this step on vi vj with
the new �lter. The idea behind this modi�cation is that if we �nd t i for vi based
on a static query point, ts could be closer to vi than t i , i.e., ts is a better �lter for
vi . The samescenariois also applied to the vertex vj . We update the �lter of vi

and/or vj whenever we �nd a better one. The third modi�cation that is similar to
the modi�cation of the trivial edgecondition is for the casethat this condition takes
place. If we use the static query point to �nd the nearest object of vi , we add a
rangesearch area of vi to the rangequery set R. This is becausethe objects within
range search area could be the actual nearest object of vi . The samescenario is
also applied to the vertex vj and the split point sij of vi vj . In our example, this
condition takesplace for edgesv2v3 and v1v4. For edgev2v3, we compute the split
point s23 of v2v3. Sincethe distancebetweens23 and the neareststatic query point
is larger than � , we �nd the actual nearestobject to s23. Figure10b givesthat the
nearest object of s23 is the sameas the �lter of v2 and v3. Since we use only the
answer of the top right static query point as the �lter of v3, we add the rangesearch
area of v3 to the range query set R and T13 to the candidate list. Similarly, for
edgev1v4, the actual nearest object of the split point s14 is the sameas the �lter
of v1 and v4, as depicted in Figure 10f. As we usethe answer of the top left static
query point for v4, only the rangesearch area of v4 and T16 are added to R and the
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candidate list, respectively.
The recursive re�nement condition (t i 6= t j , re�ne > 0, ts 6= t i ). The query

processingof this condition is exactly the sameas in Algorithm 1. In our example,
this condition takes place on edge v3v4 where we compute the split point s34 of
v3v4, and then �nd the actual nearestobject to s34, i.e., the distance betweens34

and the nearest static query point is larger than � . Figure 10c depicts that the
nearestobject of s34 is T12. SinceT12 is closerto v4 than v4's current �lter t4 = T3,
we set T12 as v4's �lter, i.e., t4 = T12. If the left top static query point is no longer
used by any other continuous privacy-aware queries, we turn o� this static query
point. Then, we start over the range selection step on v3v4 with t3 = T13 and
t4 = T12. Since the trivial edgeand stopping criterion conditions still do not take
place, we recompute the split point s34 and �nd the actual nearest object to s34,
i.e., T8, as depicted in Figure 10d. T8 is di�eren t from the �lters of v3 and v4,
so this condition takes place for edgev3v4 again. We split v3v4 into two separate
line segments v3s34 and s34v4, and execute the range selection step on these two
separateline segments while decreasingthe tuning parameter re�ne by one to zero.
In the recursive calls on these line segments, since re�ne = 0, we end up with the
next caseof the stopping criterion condition for these line segments.

The stopping criterion condition (t i 6= t j , re�ne = 0). The only modi�cation
for this condition is similar to the trivial edge condition. As in Algorithm 1, we
�rst add the range search area of the split point sij of the edgevi vj to the range
query set R. However, if we use the answer of a static query point as the nearest
object of vi , we add the range search area of vi to the range query set R. The
samescenario is also applied to the other vertex vj . In our example, we end up
with this condition for edgev3v4, in which we compute the split point of each of
the two separateline segments v3s34 and s34v4 without �nding the nearestobject
of thesetwo split points. For the line segment v3s34, we add the rangesearch areas
of v3 and the split point of v3s34 that are represented by solid and dotted circles,
respectively, at the right side in Figure 10eto the rangequery set R and T8 to the
candidate list. The idea of not adding the search range area of s34 to R is that
T8 is the actual nearest object to s34, so s34 's range search area contains only T8.
Likewise, for the line segment s34v4, we add the range search areas of v4 and the
split point of s34v4 to R and T8 to the candidate list.

STEP 3: The Range Sear ch Step. This step is exactly the same as in
Algorithm 1. In our example depicted in Figure 10, the examples for the two
options are:

(1) We get the minimal candidate list of answers by issuing a continuous range
query for each rangesearch area in the rangequery set R, i.e., the cloaked area
A and four distinct rangesearch areas represented by circles, and then adding
the answer to the candidate list.

(2) We issueonly onecontinuous rangequerywith a query region that corresponds
to a minimum bounding rectanglecovering all the rangesearch areas in R, and
then add the answer to the candidate list.

Proof of Correctness. In this section, we show the correctnessof the shared exe-
cution paradigm for private queriesover public data by proving that the paradigm
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is inclusive, i.e., it returns the exact answer within the candidate list.

Theorem 7. Inclusion. Given a cloaked area A, a user U who issuesthe query
within A, the algorithm of private queries over public data employing the shared
execution paradigm computes the candidate list of answersthat contains the exact
answer to U.

Pr oof. We �rst show that the exact nearest object tp to somepoint p on an
edgevi vj is included in the candidate list for the trivial edge, trivial split-point , or
stopping criterion condition.

The trivial edge condition. By Theorem 1, tp is within the dotted and/or solid
circles (Figure 5a). We distinguish three cases. Case1: We use the answer of a
static query point, t, as the nearestobject of vi , while t is the actual nearestobject
of vj . Sincet is the actual nearestobject of vj , there is no other objects within the
solid circle. If the actual nearest object of vi is t, there is no other objects within
the dotted circle; and hence,t = tp. On the other hand, if the actual nearestobject
of vi is not t, tp is closerto p than t, tp is within the rangesearch area of vi , i.e., the
dotted circle. Thus, tp is included in the candidate list. Case2: We usethe answer
of a static query point, t, as the nearest object of vj while t is the actual nearest
object of vi . This caseis symmetric with Case1. Case3: We use the answer of
static query points, t, as the nearestobject of both vi and vj . The proof of Case1
is applied to the casethat t is the actual nearestobject of vi and/or vj . If t is not
the actual nearestobject of vi or vj , tp is closer to p than t, tp is within the range
search area of vi and/or vj . Thus, tp is included in the candidate list.

The trivial split-point condition. As depicted in Figure 5b, we consider that the
edgevi vj is split into two separateline segments vi sij and sij vj . For both the line
segments, the endpoints have the samenearest object, so the proof of the trivial
edgecondition can be applied to thesetwo line segments.

The stopping criterion condition. In this case,the range search area R of sij is
addedto the rangequery setR, i.e., all objects within R are addedto the candidate
list. For line segment vi sij , the proof of the Case1 and Case3 of the trivial edge
condition is applied to the casethat we �nd the actual nearest object of vi and
usethe answer of a static query point as the nearestobject of vi , respectively. The
proof for the line segment sij vj is symmetric with that for the line segment vi sij .

Then, we show that the exact answer to U is within the candidate list. When
re�ne is set to 1 , each line segment ends up with having either the trivial edge
condition or the trivial split-point condition. When re�ne is �nite, the stopping
criterion condition could take place for someline segments. We already show that
the nearestobject to any point on each line segment is added to the candidate list
for these three conditions. The objects within A are also added to the candidate
list. Therefore, the exact answer to U is included in the candidate list.

5.2.2 Algorithms for Public Nearest-Neighbor Queries over Private Data. The
query processingalgorithm for public queries over private data presented in Sec-
tion 4.2.1 can be applied to the shared execution paradigm with only one modi�-
cation in the �lter selection step. The modi�cation is that if the distance between
the user who issuesthe query and the neareststatic query point is lessthan � , we
usethe answer of the neareststatic query point as the �lter. Otherwise, we �nd the
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actual nearestobject of the user as the �lter. The rangesearch step is the sameas
in Section 4.2.1.

Proof of Correctness. We will show the correctnessof the proposedshared exe-
cution paradigm for public queriesover private data by proving that the paradigm
is inclusive, i.e., it returns the exact answer within the candidate list.

Theorem 8. Inclusion. Given a cloaked area A, a user U who issuesthe query
within A, the algorithm of public queries over private data employing the shared
execution paradigm computes the candidate list of answersthat contains the exact
answer to U.

Pr oof. We use the answer of a static query point, t, as the nearest object of
U. Let t0 be the actual nearest object of U. If t = t0, the proof is the sameas in
Theorem 4. However, if t 6= t0, distmax(U;A t 0) < distmax(U;A t ), i.e., t0 intersectsthe
rangesearch area of U. Thus, t0 is added to the candidate list.

5.2.3 Algorithms for Private Nearest-Neighbor Queries over Private Data. The
private queriesover private data algorithm presented in Section 4.3.1 only returns
rangesearch areas, so we have only three minor modi�cations to apply the shared
execution paradigm to this algorithm. The modi�cations are as follows.

STEP 1: The Filter Selection Step. The only modi�cation for this step
is that for each vertex vi of a cloaked area A, if the distance between vi and the
neareststatic query point is lessthan � , we usethe answer of the static query point
as the �lter t i of vi . Otherwise, we �nd the actual nearestobject of vi as its �lter
t i .

STEP 2: The Range Selection Step. We have only two modi�cations in the
trivial split-point condition. These modi�cations are exactly the sameas the �rst
two modi�cations in the trivial split-point condition of the range selection step in
the private queriesover public data algorithm (Section 5.2.1).

STEP 3: Range Sear ch Step. We do not have any modi�cation in this step.

Proof of Correctness. We will show the correctnessof the proposedshared exe-
cution paradigm for private queriesover private data by proving that the paradigm
is inclusive, i.e., it returns the exact answer within the candidate list.

Theorem 9. Inclusion. Given a cloaked area A, a user U who issuesthe query
within A, the algorithm of private queries over private data employing the shared
execution paradigm computes the candidate list of answersthat contains the exact
answer to U.

Pr oof. We �rst show that the exact nearest object tp to somepoint p on an
edgevi vj is included in the candidate list for the trivial edge, trivial split-point , or
stopping criterion condition.

The trivial edgecondition. We distinguish two cases.
Case1: The furthest corner of the cloaked area of the same�lter t of vi and vj ,

A t , from vi and vj is the same(Figure 8a). By Theorem 5, the cloaked area of tp

intersects the thin and/or bold circles. We distinguish three cases.CaseI: We use
the answer of a static query point, t, as the nearest object of vi while the actual
nearest object of vj is t. Since the distance from the actual nearest object of vi

to vi is either the same as the distance from t to vi , i.e., t is the actual nearest
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object of vi , or smaller that the distance from t to vi , so the cloaked area of the
actual nearestobject of vi is totally coveredby the thin circle; and thus, the actual
range search area of vi is within the thin and/or bold circles. As the trivial edge
condition adds both the thin and bold circles to the rangequery set R, all objects
within the thin and/or bold circles are added to the candidate list. This means
that all objects intersecting the actual rangesearch area of vi will be added to the
candidate list. CaseII: We usethe answer of a static query point, t, as the nearest
object of vj while the actual nearestobject of vi is t. This caseis symmetric with
CaseI. CaseIII: We use the answer of static query points as the nearest object of
both vi and vj . The thin and bold circles are the range search areas of vi and vj ,
respectively. Since the actual range search areas of vi and vj are within the thin
and/or bold circles, all objects within thesetwo circles are added to candidate list.

Case2: The furthest corners of A t from vi and vj are di�er ent (Figure 8b). The
proof of this caseis the sameasthe Case2 of the trivial edgecondition in Theorem5.

The trivial split-point condition. The proof of the trivial split-point condition in
Theorem 7 is applied to this case.

The stopping criterion condition. The proof of the stopping criterion condition
in Theorem 7 is applied to this case.

Then, we show that the exact answer to U is within the candidate list. When
re�ne is set to 1 , each line segment ends up with having either the trivial edge
condition or the trivial split-point condition. When re�ne is �nite, the stopping
criterion condition could take place for someline segments. We already show that
the nearestobject to any point on each line segment is added to the candidate list
for these three conditions. The objects within A are added to the candidate list.
Therefore, the exact answer to U is included in the candidate list.

6. EXPERIMENTAL RESULTS

In this section, we evaluate the performanceof the basic paradigm using the snap-
shot privacy-aware query processingalgorithm and the shared execution paradigm
for all privacy-awarequery types,i.e., private queriesover public data, public queries
over private data, and private queriesover private data, in our Casper* framework.
Sincethe basic paradigm usesexact nearest-neighbor queriesto compute candidate
lists, this paradigm is denoted as \ Exact" in this section, while the shared execu-
tion paradigm is denoted as \ Shared". We evaluate our algorithms with respect
to performance tuning parameters, system scalability, and privacy requirements.
In all experiments, the performance evaluation is in terms of (a) total processing
time, which includes the query processingtime of computing an candidate list at
the databaseserver, the transmission time of sending the candidate list from the
databaseserver to the location anonymizer, and the �ltration time of computing
an exact answer from the candidate list, and (b) candidate list size. However, the
�ltration time is much less than both the query processingtime and the trans-
mission time, so we do not show the �ltration time in all the �gures. For the
experiments of performancetuning parameters,we vary the value of re�ne , and the
number of static query points and the value of � for the shared execution paradigm.
Theseexperiments are important to evaluate the performancetrade-o� of the three
tuning parameters. Then, we perform experiments to show the scalability of the
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proposedalgorithms with respect to large numbers of usersand data, and various
data object sizes. Finally, we show the performance of the proposed algorithms
with respect to various levels of k-anonymit y which is the most commonly used
privacy requirement.

We use two baselinealgorithms to evaluate the performanceof our algorithms.
For private queries over public data, we compare our algorithms with an existing
range nearest-neighbor algorithm that �nds the minimal set of nearest objects of
a rectangular query region [Hu and Lee 2006] (denoted as \ RNN"). For private
data, sincenoneof existing approachesworks for private data, we designa baseline
algorithm for private queriesover private data (denoted as \ Base"). The basic idea
of the Basealgorithm is that we �rst �nd the nearest object t to the center of a
cloaked area A and determine the maximum distance dmax between each vertex
v of A and the furthest corner of t from v. Then, we determine a circular range
search area centered at the center of A with a radius of the sum of the distance
between the center of A and one of its vertex and dmax . The set of private data
that intersects the range search area constitutes an answer set. Thus, the Base
algorithm requires only one nearestneighbor search for t and one range search for
the extended A. Since public queries over private data is very simple, we do not
designany baselinealgorithm for this query type. At the location anonymizer, we
usea nearestneighbor search to compute the exact answer from a candidate list of
answers.

In all experiments, we generate a set of moving objects on the road map of
Hennepin County in Minnesota, USA. The input road map is extracted from the
Tiger/Line �les that are publicly available [Bureau 2006]. Furthermore, the location
anonymizer employs the PrivacyGrid algorithm that is the state-of-the-art location
anonymization algorithm to blur users' locations into cloaked areas[Bamba et al.
2008]. These cloaked areas are the input of our privacy-aware query processor.
Unlessmentioned otherwise, the experiment considers200K mobile usersin which
100K users issue continuous privacy-aware queries, and 20K data objects with a
sizeof 2 Kbytes. The continuousqueriesare simulated similar to the work [Mokbel
et al. 2004],but we considera more dynamic environment. Each moving object or
query reports its new location information (if changed)every �v e seconds.Casper*
is adopted to refresh query results every �v e seconds. The communication band-
width between the database server and the location anonymizer is 1 Mbits per
second(Mbps). We generatea random k-anonymit y privacy requirement for each
user wherek is assigneduniformly within a range [10� 50]. For both the basic and
shared execution paradigms, re�ne is set to one. For the shared execution paradigm,
we consider210 � 210 static query points and � is set to 60%of � max = 500. Table I I
summarizesthe parameter settings.

6.1 E�ect of PerformanceTuning Parameters

In this section, we study the e�ect of three performance tuning parameters, i.e.,
re�ne , the number of static query points, and � , on our proposedbasic paradigm
(Exact) and shared execution paradigm(Shared) with respect to total processingtime
and candidate list size. In our framework, the tuning parameter re�ne is for both
the basic and shared execution paradigms, while the number of static query points
and the parameter � are dedicated for the shared execution paradigm.
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Table I I. Summary of parameter settings
Parameters Default V alues Ranges

Number of users 200K 100K to 500K
Number of data 20K 10K to 50K

Data size 2 Kb ytes 2 to 10 Kb ytes
Number of static query points 210 � 210 26 � 26 to 210 � 210

re�ne 1 0 to 1
� 60% of � max = 500 20% to 100% of � max

k-anonymit y priv acy requirement [10-50] [10-50] to [10-250]
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Fig. 12. re�ne Values (Priv ate Queries over Priv ate Data)

Figures11and 12depict the performanceof the Sharedand Exactalgorithms with
respect to increasing the value of re�ne from zero to in�nit y. Figures 11a and 12a
give the e�ect of re�ne on total processingtime which includes the processingtime
of a candidate list of answers at the database server (represented by gray bars)
and the transmission time of sendingthe candidate list to the location anonymizer
(represented by white bars). Since the parameter re�ne has no e�ect on public
queries over private data, we show only the performance of private queries over
public and private data. The results show that the query processingtime of our
Shared and Exact algorithms increaseswhen re�ne gets larger. The results also
indicate that Shared e�ectiv ely improvesquery processingtime, i.e., Shared reduces
the query processingtime of Exact by from 17% to 55% for private queries over
public data and by from 18% to 33% for private queries over private data, as
depicted in Figures 11aand 12a, respectively. The main reasonof the improvement
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Fig. 14. Number of Static Query Points (Public Queries over Priv ate Data)

is that Sharedsigni�can tly reducesthe number of nearest-neighbor searchesin Exact
by sharing the answer of a setof static querypoints asapproximate nearest-neighbor
searches among all continuous queries. It is important to note that Shared only
slightly increasesthe candidate list size(Figures 11b and 12b). The total processing
time of Shared and Exact is better than the baselinealgorithms RNN and Basefor
public and private data, respectively. The total processingtime of Shared and
Exact increasesand the candidate list size slightly reduceswhen re�ne is larger
than one. The main reasonis that the �rst two iterations of re�nements already
prune the object set to a small set of objects which includes the exact answer to
the user. Further re�nements can only slight improve transmission time, but they
incur higher query processingtime. Thus, we set re�ne to one as a default value
for other experiments.

Figures 13-15 depict the performance of Shared with respect to increasing the
number of static query points from 212 to 220. In general,when the number of static
query points gets larger, Shared only slightly increasesthe query processingtime
(Figures 13a-15a)while signi�can tly improving the candidate list size(Figures 13b-
15b). The decreaseof the candidate list sizeis due to the fact that Shared provides
more accurateapproximate nearestneighbor searchesasthere are more static query
points, i.e., the vertex of a cloakedareaA or the split point of the edgeof A is closer
to its nearest static query point. As Shared reducesthe candidate list size, it also
improves the transmission time; and thus, increasing the number of static query
points results in better total processingtime.
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S
H

A
R

E
D

S
H

A
R

E
D

S
H

A
R

E
D

S
H

A
R

E
D

S
H

A
R

E
D

E
X

A
C

T

E
X

A
C

T

E
X

A
C

T

E
X

A
C

T

E
X

A
C

T

R
N

N

R
N

N

R
N

N

R
N

N

R
N

N

0

0.1

0.2

0.3

100 200 300 400 500

To
ta

l P
ro

ce
ss

in
g 

T
im

e 
(s

ec
)

delta Values

Processing Transmission

(a) Total Pro cessing Time

0

1

2

3

4

5

6

7

8

100 200 300 400 500

C
an

di
da

te
 L

is
t S

iz
e

delta Values

SHARED EXACT RNN

(b) Candidate List Size

Fig. 16. � Values (Priv ate Queries over Public Data)
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Fig. 17. � Values (Public Queries over Priv ate Data)

Figures 16-18 give the performance of Shared with respect to increasing � from
20%to 100%of � max = 500, i.e., from 100 to 500. In general,the results show that
when � gets larger, the query processingtime of Shared decreases(Figures 16a-18a)
while the candidate list size slightly increases(Figures 16b-18b). The reason for
the improvement in query processingtime is that the answer of static query points
can be sharedwith more queries. However, as � gets larger, Shared provides more
inaccurateapproximate nearest-neighbor searchesfor the query processor;and thus,
the sizeof the rangesearch areasin the rangequery set R gets larger. Larger range
search areaswould give larger candidate lists that lead to higher transmission time
and �ltration time. Therefore, � can be served asa tuning parameter for a trade-o�
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Fig. 18. � Values (Priv ate Queries over Priv ate Data)
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Fig. 19. Number of Users (Priv ate Queries over Public Data)
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Fig. 20. Number of Users (Priv ate Queries over Priv ate Data)

betweenquery processingtime and candidate list size.

6.2 Scalability

In this section, we evaluate the scalability of our algorithms with respect to three
dimensions,i.e., the number of users,the number of data, and data size.

Figures 19 and 20 depict the scalability of our algorithms with respect to varying
the number of mobile usersfrom 100K to 500K. As there are more users,the total
processingtime of all approachesimproves(Figures 19aand 20a). The main reasons
for this are that (a) increasingthe number of usersresults in smaller cloaked areas
that incur lower query processingtime; and (2) such smaller cloaked areaslead to
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Fig. 21. Number of Data (Priv ate Queries over Public Data)
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Fig. 22. Number of Data (Priv ate Queries over Priv ate Data)

smaller candidate lists that reducetransmission time (Figures 19b and 20b).
Figures 21 and 22 give the scalability of our algorithms with respect to increasing

the number of public/priv ate data from 10K to 50K. The results show that the total
processingtime and candidate list sizeof all approachesincreasewhenthe number of
data gets larger, as depicted in Figures 21a-22aand Figures 21b-22b, respectively.
The increaseof the total processingtime is due to higher transmission time of
sendinglarger candidate lists from the databaseserver to the location anonymizer.
When the number of data increases,there are more objects within a cloaked area
A and each edgeof A has more nearest target objects; and hence, the candidate
list size increases.Sincethe transmission time is higher than the query processing
time and �ltration time, when there are more data, we should increasethe value
re�ne to reducecandidate list sizeto improve the total processingtime.

Figure 23 givesthe e�ect of data object sizeon the total processingtime of our
algorithms with respect to increasingthe object sizefrom 2 to 10Kbytes. Increasing
the object size results in higher transmission time for all approaches, so the total
processingtime of all approaches increases.For public data, since our algorithms
improve the query processingtime by giving larger candidate lists of answers, i.e.,
re�ne = 1, the improvement in the total processingtime becomessmaller when the
object sizegetslarger (Figure 23a). For private data, our algorithms always (Shared
and Exact) give smaller candidate lists than Base, so our algorithms perform much
better than Basewhen the data object size increases(Figure 23b).
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Fig. 25. k-Anon ymit y Requirements (Priv ate Queries over Priv ate Data)

6.3 E�ect of PrivacyRequirements

Figures 24 and 25 depict the performanceof our algorithms with respect to increas-
ing the maximum k-anonymit y level from 50 to 250 (the minimum k-anonymit y
level is 10). The results show that the query processingtime of all approaches
increasesas k gets larger (Figures 24a and 25a). This is becauseincreasing the
k-anonymit y level results in larger cloaked areasthat lead to higher query process-
ing time. Larger cloaked areasalso poselarger candidate lists that lead to higher
transmission time (Figures 24b and 25b). Thus, the total processingtime of all
approachesincreases,as the k-anonymit y level gets stricter.
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7. CONCLUSION

This paper intro ducesa new framework Casper* in which mobile userscan obtain
location-basedserviceswithout the needto disclosetheir private location informa-
tion. Casper* has two main components, the location anonymizer and the privacy-
aware query processor. The location anonymizer acts as a trusted third party that
blurs the exact location information of each user into a cloaked area that satis-
�es the userspeci�ed privacy requirements. Sincethe location anonymizer part has
beenwidely studied, we focuson only the privacy-aware query processingpart. The
privacy-aware query processoris embeddedinto traditional location-baseddatabase
servers to tune their functionalities to be privacy-aware by dealing with cloaked ar-
eas rather than exact point information. Three new query typesthat are supported
by Casper* are identi�ed, private queriesover public data, public queriesover pri-
vate data, and private queriesover private data. To deal with thesethree privacy-
aware query types, the query processorprovides a candidate list of answers rather
than an exact answer for the user. We have proved that the returned candidate
list contains the exact answer and is of minimal size. Then, we proposea shared
execution paradigm that aims to sharecomputational resourcesamong continuous
privacy-aware queries, in order to improve system scalability and computational
e�ciency of the query processorfor continuous privacy-aware queries. In addition,
the performance of the query processorcan be tuned through several parameters
to achieve a trade-o� between system scalability, i.e., query processingtime, and
query answer optimalit y, i.e., candidate list size. Extensive experimental evalua-
tion studies the privacy-aware query processorof Casper* and shows its scalability
and e�ciency with a large number of mobile users,continuous queries, and data,
various privacy requirements, and various performancetuning settings.
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