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1. INTRODUCTION

Location-basedservices(LBS) combine the functionality of location-aware devices
(e.g., GPS-like devices), wirelessand cellular phone technologies,and information

managemen to provide personalizedservicesto usersbasedon their current loca-
tions. Examples of LBS include location-aware emergencyservices(\Disp atch the
nearestambulan@"), location-basedadvertisemert (\Send e-couponsto all cars that
are within two miles of my gasstation"), livetrac reports (\L et me know if there
is congestion within ten minutes of my route"), and location-based store nders

(\Wher e is my nearest restaurant"). Usersregisteredwith LBS continuously send
their locations to a location-based database sener. Upon requesting a service, a
registereduserissuesa location-basedquery that is executedat the server basedon
the knowledge of the user's location [Jensen2004; Mokbel and Aref 2005; Moura-

tidis et al. 2005; Wolfson et al. 2002]. Location-based queriesare either snapshot
or continuous queries. Examples of snapshotqueriesinclude \ Where is my nearest
gasstation" and \ What are the restaurants within one mile of my location"”, while
examplesof continuous queriesinclude \ Continuously report my nearest police car "

and \ Continuously report the gasstations within one mile of my car".

Although LBS promise safety and corvenience,they threaten the privacy and
security of their users. The privacy threat comesfrom the fact that LBS providers
rely mainly on an implicit assumptionthat usersagreeto reveal their private loca-
tions to get services.In other words, a usertrades her privacy with the service. If a
userwants to keepher private location information, shehasto turn o her location-
aware device and (temporarily) unsubscribe from the service. With untrustworthy
seners, such a model posesseveral privacy threats. For example,an employer may
ched on her employee'sbehavior by knowing the placeswhere she visits and the
time of ead visit, the personal medical records can be inferred by knowing which
clinic a personvisits, or someonecan track the locations of his ex-friends. In fact,
in many casesGPS deviceshave beenusedin stalking personallocations [FoxNews
2004; USAToday 2002]. Unfortunately, the traditional approach of pseudonymity
(i.e., using a fake identit y) [P tzmann and Kohntopp 2000]is not applicableto LBS
where the location information of a person can directly lead to the true identity.
For example, asking about the nearestPizza restaurant to my houseusing a fake
identit y will reveal my true identity, as a residert of the house.

In an attempt to presene the privacy of LBS users,se\eral researd groups have
preserted the conceptof alocation anonymizerthat is responsiblefor blurring actual
users'locations into cloaked areas (e.g., see[Bamba et al. 2008; Mokbel et al. 2006;
Chow et al. 2006; Chow and Mokbel 2007; Gruteser and Grunwald 2003; Ghinita
et al. 2007a;Gedik and Liu 2005;2008;Kalnis et al. 2007;Xu and Cai 2008]). Upon
registration with the location anonymizer, mobile users specify their own desired
level of privacy through a user-speci ed privacy pro le that may contain oneor more
of the following parameters: k-anonymity, minimum area Amin , and maximum
area Amax - k-anonymity indicates that the user wants to be k-anonymous, i.e.,
not distinguishable among k users, while Anin and Anax indicate that the user
wants to hide her location information within an areaof at least Ain and at most
Anmax , respectively. The location anonymizeris basically a trusted third party that
acts as a middle layer betweenmobile usersand the location-baseddatabasesenrer
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in order to: (1) receiwe the exact location information from mobile users along
with a privacy pro le of eact user, (2) employ an existing location anonymization
technique to blur users'exact locations into cloaked areas that satisfy ead user's
privacy pro le, (3) sendthe cloaked areasto the databaseserver, and (4) compute
the exact answer from a candidate list of answers returned by the databaseserver
and sendthe exact answer to the user.

In this paper, we gobeyond the location anonymization problem aswe addressthe
challenging problem of providing snapshotand continuous LBS evenwhenreceiving
the user's blurred location information from the location anonymizer rather than
the exact locations from systemusers. Basically, we proposea snapshot/antinuous
privacy-aware query processorthat is embeddedinside the location-baseddatabase
sener to tune its functionalities to deal with anonymous location-based queries
with cloaked areas received from the location anonymizer rather than the exact
location information. Our privacy-aware query processoris completely independert
of the underlying location anonymization algorithm. Thus, any existing location
anonymization technique that cloaks users'locations into rectilinear areascan be
employed. The proposedquery processorsupports three privacy-aware query types:
(1) Private queries over public data, e.g., \Wher e is my nearest gas station", in
which the personwho issuesthe query is a private ertity while the data (i.e., gas
stations) is public, (2) Public queriesover private data, e.g.,\How many cars within
a certain area", in which a public ertit y asksabout personalprivate locations, and
(3) Private queriesover private data, e.g.,\Wher e is my nearest buddy" in which
both the personwho issuesthe query and the requesteddata are private. With this
classi cation in mind, traditional location-basedquery processorscan support only
public queriesover public data. This query classi cation is applicable regardlessof
having the underlying query as snapshotor continuous.

Due to the lack of exact location information on the sener side, the proposed
privacy-aware query processor provides a candidate list of answers instead of an
exact answer. We prove that the candidate list is inclusive, i.e., contains the ex-
act answer, and is minimal, i.e., given certain conditions, the candidate list is of
minimal size. In addition, our proposedquery processorcan be tuned through a
tuning parameter to provide a trade-0 betweenquery processingcost and answer
optimality, i.e., the candidate list size. For continuous location-basedqueries, we
proposea shared execution paradigmthat enablesthe privacy-aware query processor
to scaleto a large number of concurrert continuous queries. The shared execution
paradigm maintains the answer of a set of selectedstatic continuous queries, and
the answer is shared by all outstanding continuous queries. The proposedshared
exeution paradigm providestwo other tuning parametersto achieve a trade-o be-
tween system scalability and answer optimality. In general, the cortributions of
this paper can be summarized as follows:

W e introduce a system framework that allows mobile usersto anonymously ob-
tain snapshotand cortin uous location-basedservicesby specifying their privacy
requiremerts through a user privacy pro le.

W e identify three new privacy-aware query typesthat are not supported by ex-
isting location-baseddatabase seners, namely, private queriesover public data,
public queriesover private data, and private queriesover private data.
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[W eintroducea privacy-aware query processorthat providesa uni ed framework
to support all introduced privacy-avare query types. We prove that our query
processorprovides an inclusive and minimal candidate list of answers. In addi-
tion, the performance of the query processorcan be tuned through a parameter
to achieve a trade-o betweenquery processingcost and answer optimalit y.

[W eintroducea shared execution paradigm that sharesquery processingamong a
large number of contin uous privacy-awvare queriesfor all introduced query types.
Sudh a scalable paradigm can be tuned through two other parametersto trade
0 betweensystem scalability and query answer optimalit y.

|W e provide experimental evidencethat our privacy-aware query processoris ef-
cient in terms of query processingtime, is salablein terms of supporting large
numbers of users and snapshot/contin uous queries, and is privacy-aware as it
provides high-quality answers without the needfor exact location information.

The rest of the paper is organized as follows. Section 2 highlights the related
work to the proposedprivacy-avare query processingframework. The underlying
architecture is outlined in Section 3. The snapshotand continuous privacy-aware
guery processorsare described in Sections4 and 5, respectively. Extensive exper-
imental ewvaluation of our privacy-awvare query processoris preseried in Section 6.
Finally, Section 7 concludesthe paper.

2. RELATED WORKS

In this section, we highlight the related work to the proposedprivacy-awvare query
processingframework in four dierent areas, namely, location privacy, location-
basedquery processing,privacy models, and privacy-aware query processing.

2.1 Location Privacy

Motiv ated by the privacy threats of location-detection devices[Ackerman et al.
2003; Barkhuus and Dey 2003; Beresford and Stajano 2003; Warrior et al. 2003],
recernt attempts for providing location privacy in location-based services (LBS)
(e.g., [Bamba et al. 2008; Beresford and Stajano 2003; Chow et al. 2006; Chow
and Mokbel 2007; Cheng et al. 2006; Duckham and Kulik 2005; Gedik and Liu
2008; Gruteser and Grunwald 2003; Ghinita et al. 2007a; 2007b; Gruteser and
Liu 2004; Hashem and Kulik 2007; Hengartner and Steenkiste 2003; Hong and
Landay 2004; Kalnis et al. 2007; Kido et al. 2005; Li et al. 2008; Xu and Cai
2007; 2008]) and other location-aware applications (e.g., context-aware comput-
ing [Smailagic and Kogan 2002] and sensornetworks [Gruteser et al. 2003]) focus
only on the location anonymizer part. Although sud techniqueswould be valuable
for protecting users'private locationsin LBS, the practicality in real location-based
databasesenrersis doubtful asthesetechniqueslack privacy-avare query process-
ing capacity. By protecting users'location information from being disclosedto the
location-baseddatabasesener, processingtheselocation privacy-preservingqueries
becomeschallenging where new techniquesneedto be preserted to provide e cien t
guery processingwhile not being able to know exact users'locations.

In general,four di erent approacheshave beenexplored: (1) Falsedummies[Kido
et al. 2005]. For every location update, a user sendsn di erent locations to the
sener with only one of them is true while the rest are dummies. Thus, the serer
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cannot know which one of these locations is the actual one. (2) Landmark ob-
jects [Hong and Landay 2004]. Rather than sendingthe exactlocation to a location-
based database serer, the user refersto the location of a certain landmark or a
signi cant object. (3) Location perturbation [Bamba et al. 2008;Chow et al. 2006;
Chow and Mokbel 2007; Cheng et al. 2006; Duckham and Kulik 2005; Gedik and
Liu 2008;Gruteser and Grunwald 2003; Ghinita et al. 2007a;2007b; Gruteser and
Liu 2004; Hashemand Kulik 2007; Kalnis et al. 2007;Li et al. 2008; Xu and Cai
2007; 2008]. The main idea is to blur a user's exact location into a spatial area
using either spatial or temporal cloaking [Bamba et al. 2008; Chow et al. 2006;
Chow and Mokbel 2007; Gedik and Liu 2008; Gruteser and Grunwald 2003; Gh-
inita et al. 2007a; 2007b; Hashem and Kulik 2007; Kalnis et al. 2007; Li et al.
2008; Xu and Cai 2007;2008] or location obfuscation [Duckham and Kulik 2005].
The blurred spatial area can be basedeither on the k-anonymity concept [Sama-
rati 2001; Sweeney2002a; 2002b] (i.e., the area should contain at least k users)
or on a graph model that represens a road network [Duckham and Kulik 2005].
(4) Avoid location tracking [Beresford and Stajano 2003; Gruteser and Liu 2004].
While the previous three approachesfocus only on hiding a certain instance of the
user location, this approach aims to avoid tracking the user behavior.

Among these location anonymization techniques, our proposed privacy-aware
guery processorsupports the location perturbation techniquesthat blur users'exact
locationsinto rectilinear areas,i.e., cloaked areas, asthis is the most commonly used
form of location anonymization in many various environment settings, e.g.,[Bamba
et al. 2008; Chow et al. 2006; Gedik and Liu 2008; Gruteser and Grunwald 2003;
Ghinita et al. 2007a;2007b;Hashemand Kulik 2007;Kalnis et al. 2007]for snapshot
locations, [Chow and Mokbel 2007;Cheng et al. 2006; Xu and Cai 2007;2008]for
cortinuouslocations, [Xu and Cai 2008]for spatial networks, and [Chow et al. 2008;
Gruteser et al. 2003]for wirelesssensornetworks.

2.2 Location-basedQueryProcessing

There has been a plethora of techniques to deal with various snapshot location-
basedqueries(e.g., [Hadjieleftheriou et al. 2005;Lin and Su 2005; Papadiaset al.
2004;Sun et al. 2004; Tao and Papadias2005; Tao et al. 2003;Wolfson et al. 2000])
and continuous location-basedqueries (e.g., [Gedik and Liu 2004; Hu et al. 2005;
Iwerkset al. 2003;Kolahdouzanand Shahabi2005;Lazaridis et al. 2002; Mouratidis
et al. 2005; Mokbel et al. 2004; Zhang et al. 2003]). The main idea of snapshot
queriesis to provide an e cien t and real-time execution of location-basedqueries
using spatio-temporal index structures for frequertly updated data. On the other
hand, query processorsfor continuous location-basedqueries have mainly focused
on e ciency and scalability. In terms of e ciency, sewral techniques have been
proposedto usegrid-basedstructures to support location-basedservicesfor moving
data and moving queries(e.g., [Hu et al. 2005;Iwerks et al. 2003; Mouratidis et al.
2005; Mouratidis et al. 2006; Mokbel et al. 2004]). In terms of scalability, seweral
techniqueshave proposedto employ a sharedexecution paradigm in which multiple
concurrert continuous queries can be evaluated simultaneously at the location-
based database sener (e.g., [Cai et al. 2004; Gedik and Liu 2004; Mokbel et al.
2004;Prabhakar et al. 2002]). However, all thesequery processordor snapshotand
continuous location-basedqueriesrely on the knowledgeof the exact userlocations
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as none of thesetechniques have consideredprivate data and/or private queries.

2.3 Privacy Models

During the last decade, seweral paradigms of architecture have been explored to
provide securedata transformation from the client to the server machines. Secure-
multi-part y communication [Du and Atallah 2001;Haas et al. 1999]organizesthe
communication among m parties such that ead party can have the knowledge
of only a certain function but not the actual data for other parties. However, the
computational overheadof such a schemeprevens its direct application to database
problems. Thus, the minimal information sharing [Agrawal et al. 2003] paradigm
is proposedwhereit usescryptographic techniquesto perform join and intersection
operations. However, the computational costand the inabilit y to serve other queries
make such a paradigm not suitable for real time applications. The untrustworthy
third party [Emekci et al. 2006]paradigm hasbeenproposedin the context of peer-
to-peer systems. The main idea is to employ a third party that executesqueries
by collecting secureinformation from multiple data sources,i.e., peers. The most
commonly used model is the trusted third party [Aggarwal et al. 2004; Je eries
et al. 1995]paradigm. The main ideais to employ a third party that is trusted by
the usersand acts as a middle layer betweenthe user and the databaseserwer.

Among these models, our framework employs the trusted third party model as
it requires less computational overhead and is more suitable for real-time query
processing. The trusted third party model is already utilized by existing location
privacy techniques (e.g., [Beresford and Stajano 2003; Bamba et al. 2008; Chow
et al. 2006; Chow and Mokbel 2007; Gedik and Liu 2008; Gruteser and Grunwald
2003; Hashem and Kulik 2007; Kalnis et al. 2007; Li et al. 2008; Mokbel et al.
2006; Xu and Cai 2007; 2008]) and is commercially applied in other elds. For
example, the Anonymizer [Anonymizer 2008]is for anonymous web sur ng while
the PayPal [Paypal 2008] system is a trusted third party where a user can buy
products without giving her credit card information to the provider.

2.4 Privacy-Avare QueryProcessing

Recent researd e orts have been dedicated to deal with location privacy-
preservingqueries,i.e., getting anonymous servicesfrom location-basedapplications
(e.g., [Chenget al. 2006;Ghinita et al. 2008;Kalnis et al. 2007; Khoshgozaranand
Shahabi2007;Hu and Lee 2006;Mokbel et al. 2006;Yiu et al. 2008]). Thesequery
processingframeworks can be divided into three main categories. (1) Location
obstruction [Yiu et al. 2008]. The basic idea is that a querying user rst sends
a query along with a false location to a databaseserwer, and the databasesenrer
keepssendingthe list of nearestobjects to the reported false location to her until

the list of received objects satis es the user's privacy and quality requiremerts.
(2) Spacetransformation [Ghinita et al. 2008; Khoshgozaranand Shahabi 2007].
This approach converts the original location of data and queriesinto another space
through a trusted third party. The spacetransformation maintains the spatial re-
lationship among the data and query, in order to provide accurate query answers.
(3) Cloaked area processing[Cheng et al. 2006; Kalnis et al. 2007; Hu and Lee
2006; Mokbel et al. 2006]. In this framework, a privacy-aware query processor is
embeddedin the databasesener sideto deal with the cloaked spatial areareceived
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Fig. 1. System architecture

either from a querying user[Chenget al. 2006;Hu and Lee 2006]or from a trusted
third party [Kalnis et al. 2007; Mokbel et al. 2006].

Among the existing cloaked area processingframeworks, the works [Hu and Lee
2006; Kalnis et al. 2007] are closestto ours. Theseworks nd the exact set of ob-
jects as a query answer basedon the linear nearestneighbor seard algorithm [Tao
et al. 2002]. The dierence between these two works is that the work [Hu and
Lee 2006] considersrectilinear cloaked areas while the other one considerscircular
cloaked areas[Kalnis et al. 2007]. The key distinctions betweenthesetwo works and
our proposed privacy-aware query processor are follows: (1) Our query processor
hasthe ability to easethe optimalit y of query answersby nding a superset of the
minimal answer setthat contains the exactanswer, in order to achieve systemscala-
bility. Weuseatuning parameterto trade o betweensystemscalability and answer
optimality. (2) According to our classi cation of privacy-aware queries, these two
previousworks consideronly private queriesover public data, sothey cannot be ap-
plied to the caseof private data. (3) We considercontin uous privacy-aware queries
by proposing a shated execution paradigm that aims to improve system scalability
when dealing with a numerous number of privacy-aware corntin uous queries. The
shared execution paradigm also provides two other tuning parametersto trade o
between system scalability and answer optimalit y.

3. SYSTEMARCHITECTURE

Figure 1 depicts the underlying system architecture which has two main compo-
nents: the location anonymizer and the privacy-aware query processot

Lo cation Anon ymizer. Mobile userswho are willing to sharetheir private lo-
cation information canregisterdirectly with the location-baseddatabaseserver. On
the other hand, mobile userswho want to protect their private location information
should register with the location anonymizer by specifying a certain privacy pro le
that outlines their privacy requiremerts. The privacy prole would support the
most commonly used privacy requiremerts, namely, k-anonymity, minimum area
Anmin , and maximum area Amax - K-anonymity indicates that the mobile userwants
to be k-anonymous, i.e., not distinguishable amongk users,while Apin and Anax
(Amin Anmax ) arethe minimum and maximum acceptablesizeof the cloaked area,
respectively. Amin is particularly usefulin a denseareawhere even a large k would
not achieve high privacy protection. For example,a userin a stadium with k = 100
may result in a very small cloaked area. Similarly, a userin a shopping mall may
want to guarantee that her cloaked areais beyond the mall boundary. On the other
hand, Anax indicates the largest amount of spatial inaccuracy of the cloaked area
the useris willing to tolerate. Larger valuesfor k, Amin and Anax indicate stricter
privacy requiremerts. Finally, mobile usershave the ability to changetheir privacy
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pro les at any time to achievetheir personaltrade-o betweenprivacy requiremerts
and the quality of services.

The location anonymizer receives location updates from mobile users, usesa
location anonymization algorithm to blur the locations into cloaked areas that
match eadc user's privacy pro le, and sendsthe cloaked areasto the location-based
databasesener. While cloaking the location information, the location anonymizer
also removes any user identity to ensurethe pseudorymity of the location infor-
mation [P tzmann and Kohntopp 2000]. Similar to the exact location point, the
location anonymizer also blurs the query location information before sending a
cloaked query area to the databasesener. After the location anonymizer gets the
candidate list of answers from the privacy-aware query processor, it computesthe
exact answer from the candidate list, and then sendsthe exact answer to the user.
Sincelocation anonymization algorithms have beenwidely studied, we will not dis-
cussany speci ¢ location anonymization algorithm in this paper. To this end, we
proposea privacy-aware query processorthat is completely independert of the lo-
cation anonymization algorithm employed by the location anonymizer. Note that
the privacy requiremerts de ned in a privacy pro le are basedon the employed
location anonymization algorithm.

Priv acy-aware Query Pro cessor. The snapshot/mntinuous privacy-aware
query processor is embedded inside the location-based database server to anony-
mously deal with cloaked areas from the location anonymizer rather than exact
point locations. Instead of returning an exact answer, the privacy-aware query pro-
cessorreturns a candidate list of answersin which the exact query answer to the user
issuing the query through the location anonymizer must be included. Then, the lo-
cation anonymizer lters out the falseobjects from the candidate list, and sendsthe
exact answer to the mobile user. The size of the candidate list heavily dependson
the user privacy pro le. A stricter privacy pro le would result in a larger candidate
list of answers. Using their privacy pro les, mobile usershave the ability to adjust
a personaltrade-o betweenthe amount of information they would like to reveal
about their locations and the quality of servicesthat they obtain from our frame-
work. Location-basedqueriesprocessedat the privacy-aware query processor may
be received either from the mobile usersor from public administrators. Queriesthat
come from mobile usersare consideredas private queries Private queries should
be passedby the location anonymizerto hide the useridentit y, and the location of
the user who issuesthe query should be blurred. Location-basedqueriesthat are
issuedfrom public administrators are consideredas public queriesand do not need
to passthrough the location anonymizer. Instead, they are directly submitted to
the databaseserwer. The databaseserer will answer such public queriesbasedon
the stored blurred location information of all mobile users.

Two typesof data are stored in the privacy-aware location-baseddatabasesener,
public data and private data. Public data includes stationary objects such ashospi-
tals, restaurants, and gasstations or moving objects such as police carsand on-site
workers. These personsand facilities do not want to hide their location informa-
tion. Thus, they are stored directly in the location-baseddatabase server without
interference from the location anonymizer. Private data mainly contains personal
information of mobile or stationary userswho are not willing to reveal their loca-
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tion information, e.g., they specify a privacy pro le with non-zerok or non-zero
Anmin . Private data is received at the privacy-aware location-baseddatabaseserver
ascloaked areasfrom the location anonymizer. Basedon the stored data, we identify

three new query typesthat are supported by our privacy-aware query processot

| Private queries over public data. In this query type, the query location is
hidden while the exactlocation information of stored data is known. For example,
a person (priv ate query) asksabout her nearestgasstation (public data). In this
case,the privacy-aware query processordoesnot know the exact location of the
personwho issuesthe query while the exact locations of gasstations are known.

| Public queries over private data. In this query type, the query location is
exactly known while the exact locations of the data of interest are not available.
Instead, only blurred information is available for the data of interest. For ex-
ample, an administrator (public query) asksabout the number of mobile users
(priv ate data) within a certain area. In this case,the privacy-aware query proces-
sor knows the exact query location information, but it doesnot know the exact
locations of mabile users.

| Private queries over private data. In this query type, neither the query
location nor data locations are known. For example, a person (private query)
asks about her nearestbuddy (private data). The exact locations of both the
person who issuesthe query and her buddies are not available at the privacy-
aware query processor

With this classi cation, traditional location-baseddatabaseseners(e.g., [Guting
et al. 2005;Mokbel et al. 2004; Wolfson et al. 2002]) can support only public queries
over public data where the exact location information of both data and queriesis
available.

4. SNAPSHOTPRIVACY-ANARE QUERY PROCESSING

In this section, we presert the privacy-aware query processingfor snapshotqueries.
Although previous approachescan be usedto compute a minimal candidate list of
answersfor private queriesover public data [Hu and Lee 2006;Tao et al. 2002],the
minimal candidate list would be expensive to compute in many cases.e.g., private
gueries with large cloaked areas and the number of data is very large. On the
other hand, our proposedalgorithms for privacy-aware query processingprovide a
distinct feature to compute a superset of the minimal candidate list that contains
the exact answer to the userwith lower computational cost. We can adjust between
computational cost and candidate list size through a tuning parameter re ne. A
larger value of re ne givesa smaller candidate list, but incurs higher computational
cost. When rene = 1, our algorithm provides the sameminimal candidate list
asthe previous approades. Furthermore, although these previous approachesgive
conditions for pruning internal nodeswith rectangular regionsin an R-tree to obtain
a set of candidate objects for query processing[Hu and Lee 2006;Tao et al. 2002],
the given conditions are not su cien t for computing a minimal candidate list for
private queriesover private data, and simply returning all such candidate objects
would result in a large candidate list that incurs high transmission time. Similar
to private queries over public data, our algorithm for private queriesover private
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Fig. 2. Two trivial approaches for processing priv ate queries over public data

data also supports the tuning parameter re ne. When re ne = 1 , our algorithm
provides a minimal candidate list for private data.

The rest of this sectionis organizedas follows. First, we considerprivate queries
over public data. Then, we extend the query processingalgorithm to deal with
public queries over private data and private queriesover private data.

4.1 Private QueriesoverPublic Data

In this section, we will consider a nearest-neiglbor query issuedby a userin a
form \What is my nearest gas station". In this case, the privacy-aware query
processor does not know the exact location information of the user. Instead, the
query processorknows only a cloaked areain which the userresides. On the other
hand, the exact location of the gas stations is known. Figure 2a depicts suc a
scenarioby shawing the data stored on the sener side. There are 32 target objects,
i.e., gasstations, T, to T3, represerted by circles. The shadedarearepresernts the
cloaked area of the userwho issuedthe query. For clarity, the actual userlocation
is plotted as a squareinside the cloaked area, but this information is not revealed
to the databasesener.

Figures 2b and 2c give two trivial approachesthat represern two dierent ex-
tremesfor evaluating private nearest-neighor queriesover public data. In the rst
approadch (Figure 2b), the server computesthe nearestobject to the certer of the
cloaked area, i.e., T, asthe query answer. Although this approach minimizes the
data transmitted from the server to the client, it givesan inaccurate answer where
the actual nearestobject to the client is T13. In the secondapproac (Figure 2c),
the serer sendsall target objects to the client. Then, the client evaluatesher query
locally to get T3 asthe query answer. Although this approad provides the exact
answer, it is not practical due to the overhead of transmitting large numbers of
target objects and the limited processingand storagecapabilities on the client side.

Our approad is to designa privacy-aware query processorthat achievesa com-
promise between these two extremes. The main idea is to compute a candidate
list of answersthat includes the exact answer, i.e., the nearestobject to the user
who issuesthe query. To guarantee e ciency and enhanceutilit y, the computed
candidate list should be of minimal size. In the rest of this section, we will describe
our proposedprivacy-aware query processorfor the caseof nearest-neigtbor queries
alongwith a detailed example. Then, we will provethat the candidate list produced
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Algorithm 1 Private NN Queriesover Public Data

1: function Priv ateNNPublicD at a(CloakedArea A, Int re ne)

2: for each vertex vi of A

3t the nearest object to v;

4: candidate _list fig ;R fAg

5: for each edgeej = vjv; of region A do

6: if tj = tj then

7: candidate _list candidate _list [ ftjg

8: else

9: R = R [ RecursiveRefinement (vjvj, tj, tj, re ne, candidate _list)

10:  end if

11: end for

12: for each range search areaR 2 R

13: candidate _list candidate _list [ fall target objects within Rg
14: return candidate _list

by our algorithm doesinclude the exact answer and of minimal size.

4.1.1 Algorithm for Nearest-Neighlor Queries. Algorithm 1 gives the pseudo
code for private nearest-neighbor queries over public data. The inputs to Algo-
rithm 1 are: (a) the cloaked area A that is received from the location anonymizer
and (b) atuning parameter, termed re ne. A larger value of re ne requires higher
computational cost, yet it givesa smaller candidate list that reducesboth the trans-
missiontime of sendingthe candidate list from the databaseserwer to the location
anonymizer and the processingtime of computing an exact answer from the candi-
date list at the location anonymizer. Setting re ne to zero would result in a similar,
yet better, algorithm to [Mokbel et al. 2006]that returns a candidate list with a
size equal to or larger than our algorithm. On the other hand, setting re ne to
1 would result in a minimal candidate list with the highest computational cost.
The output of Algorithm 1 is a candidate list of answersto be sert to the location
anonymizer. In this section, we considerre ne as a system speci ed parameter,
and we will describe how to adaptively adjust re ne to minimize overall response
time which includes processingand transmission time. For the easeof description,
Figure 3 givesa running example for a private nearest-neighbor query over public
data where it preseris a zoom view of the shaded area of Figure 2a along with
its neighbor cells and the tuning parameter re ne is set to one. In general, our
algorithm hasthe following three steps:

STEP 1: Filter Selection Step. The main objective of this stepis to choosea
setof Iters that prunesthe setof all target objects to a smaller set of objects that
includes the exact answer. Basically, for eadh vertex v; of the cloaked area A, we
choosethe nearestobject of v; asits Iter t; (Lines 2to 3in Algorithm 1). Thus, at
most four lters can be chosen. In our example, Figure 3a depicts that the nearest
objects for vertices vy, vz, v3, and v, are T, T16, T13, and Ty, respectively, i.e.,
we end up selectingonly three objects f T16; T13; T120.

STEP 2: Range Selection Step. The input to this step is the set of lter
objects chosenfrom the previous step. The output of this step hastwo componerts:
(a) a set of areas, R, enclosestarget objects that should be consideredin the
candidate list, and (b) a set of target objects should be included in the candidate
list. Initially , we add the cloaked area A to the setof areasR, and the candidate list
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Alg

1:

orithm 2 Private NN Queriesover Public Data: Recursive Re nement
function  RecursiveRefinement (Edge ej = vjvj, Obj tj, Obj tj, Int rene, Set candi-
date_list)
Sij the intersection point of ej and the perpendicular bisector (?) of t; and t;
1 if rene > 0then
ts the nearest object to sj;
if ts =t or ts = tj then
candidate _list candidate _list [ ftj;tjg
return f;g
else
rene rene 1
search_area search_area [ RecursiveRefinement  (visj , tj, ts, re ne, candidate _list)
search_area  search_area [ RecursiveRefinement (s vj, ts, tj, re ne, candidate _list)
end if
. else
search_area a circle centered at sjj of a radius dist(sjj ;t;)
return search_area
s end if

is setto be empty (Line 4 in Algorithm 1). The initialization of R to A indicates
that the object within A should be consideredin the candidate list as the actual
user object could be anywherein A.

In this step, we deal with ead edgee; = vjv; of the cloaked area A separately
Basedon the two lters t; andt; of the edgev;v; and the tuning parameterre ne,

we

1)

(2)

have one of following four possibilities:

The trivial edgecondition (t; = t;). We rst chedk for the casethat t; = t;, i.e.,
one object servesasthe nearestobject for both verticesv; and v;. If this is the
case,we just add t; to the candidate list (Lines 6 to 7 in Algorithm 1). Since
we guarartee that t; is the nearestobject to any point on v;v;, we do not need
to perform any additional seard on v;v;, i.e., we do not needto considerany
further stepsfor this edge. In our example (Figure 3a), this caseis applied to
edgeviv, wheret; = t, = Ti6. In this case,we just add Ti¢ to the candidate
list aswe guaranteethat Tyg is the nearestobject to the userif the userlocation
is anywhere on edgev;V,.

The trivial split-point condition (t; 6 t;, rene > 0, ts = t;). In the case
that t; 6 t;, (i.e., the two verticesv; and v; have dierent lters), we will use
Algorithm 2 to processthe edge. Basically, we compute the split point s; of
the edgev;v; asthe intersection point of v;v; and the perpendicular bisector
of tj and t; where dist(s; ;t;) = dist(sj ;t;) (Line 2 in Algorithm 2). Since
the re ne parameter is greater than zero, we go ahead and nd the nearest
object ts to the split point s; . If it endsup that ts = ti, we add both t;
and t; to the candidate list and return an empty range search area (Lines 6
to 7 in Algorithm 2). It is important to note that if ts = t;, thents = t; as
dist(sj ;tj) = dist(sj ;tj). The idea behind returning the empty range search
area is that if ts = t;, then we guarantee that t; is the nearestobject of any
point on line segmen v;s; , while t; is the nearestobject of any point on line
segmen s; vj. This meansthat there is no needto have more seard on the
edgev;v;. In our example, this casetakesplace for two edges,vovz and viva.
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Fig. 3. Example of a private nearest-neighbor query over public data (rene = 1)

For edge vovs, sincety = Tig 6 t3 = Ti3, we compute the split point sp3
(Figure 3b). Sincethe nearestobject of sp3 could be either T3 or T, i.€.,
both T13 and Ty are of the samedistance from sp3, we just add T3 and Tie
to the candidate list. Similarly, for edgev,v,, we gure out that both Ty, and
T16 could be the nearestobject to the split point s14 (Figure 3e). Thus, we just
add T1, to the candidate list becauseTy¢ is already there.

(3) The recursive re nement condition (t; 6 t;, rene > 0, ts 6 t;). In the case
that the nearestobject ts to the split point s; is dierent from t; and t;,
we split the edgev;v; into two separateline segmets v;s; and s v;. Then,
we decreasehe tuning parameterre ne by one while recursively splitting ead
edgeseparatelyuntil we either: (a) the tuning parameterre ne reacheszero, or
(b) we end up at the trivial split-point condition (Lines 9to 11in Algorithm 2).
In our example, edgevsv, depicts this casewheret; = Ti3 6 t4 = T12. The
nearest object to the split point sz4 is Tg (Figure 3c). Since Tg is dierent
from Ty, and Ty3 and the re ne parameter is one, we decreasere ne by oneto
zero while dividing the edgevsv, into two separatesegmens v3Szs4 and Sg4vy
(Figure 3d). Sincere ne reaches zero for the two separateline segmets, we
end up with the next caseof the stopping criterion condition.

(4) The stopping criterion condition (t; 6 t;, rene = 0). Once the tuning pa-
rameter re ne reacheszero, we terminate our algorithm by returning a range
saarch area asa circle certered at the split point s with aradius of dist(s; ; t;),
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i.e., dist(sj ;t;) = dist(sj ;t;) (Line 14 in Algorithm 2). The idea behind this
circular range search area is that all target objects within that area could be
the answer of somepoint on v;v; , sotheseobjects should be addedto the can-
didate list. It is important to note two main issuesin this step: (a) We may
not read to this step as repetitiv e recursive splitting of the edgesmay always
result in either the trivial edgecondition or the trivial split-point condition; and
(b) Based on the number of recursive calls and the tuning parameter re ne,
we may end up with a large number of circular range search areas that include
target objects to be added to the candidate list. In our running example, we
end up having the two separateline segmets v3Sz4 and Sz4v4 With re ne set
to zero. Thus, we conclude these segmets by returning two circular range
sarch areas of their split points. The range search area of line segmer v3S34
is represerted by a circle, while the range search area of s34V, is represened by
a dotted circle, as depicted in Figure 3d.

STEP 3: The Range Search Step. In this step, we can have one of two
options that either provide a candidate list with the minimal size (minimalit y will
be proved later) or provide a larger candidate list with lesscomputation. In both
cases,the candidate list is guaranteed to include the exact answer (inclusion will
be proved later). The two options are:

(1) To get the candidate list of the minimal size, we issuea range query for eath
range sarch area R in the range query set R. All the results of these range
gueries are added to the candidate list (Lines 12 to 13 in Algorithm 1), and
the candidate list is sert to the location anonymizer. In our example, we will
executethree range queriesas one range query for the shadedcloaked area A
and two range queriesfor the two circles depicted in Figure 3f.

(2) To reducecomputational cost while getting a larger candidate list, we execute
only onerange query that correspondsto the minimum boundary rectangle of
all range sarch areas in R. In our example, we will executeonly one range
query with the minimum bounding rectangle (represeried by a bold dotted
rectangle) as the query region that covers the circles and the cloakel area A
(Figure 3f).

In our example,both options give the samecandidate list (i.e., four target objects
Ts, T12, T13, and Tyg) that contains the actual query answer Tq3.

Finally, it is important to know that our privacy-aware query processoris inde-
penden of the underlying nearest-neigtbor and range query algorithms usedin the
nearest-neighbor seard for Iters or the nearestobject of eadh split point in STEP 1
and STEP 2 and the rangeseard in STEP 3, respectively. Thesealgorithms are as-
sumedto be implemented in traditional location-baseddatabaseservers. We do not
have any assumptionsabout thesealgorithms asthey can be employed using an R-
tree or any other methods. In fact, our approach can be seamlesslyintegrated with
any traditional location-baseddatabaseserersto turn them to be privacy-aware.

4.1.2 Adaptive Parameter Tuning. As we have discussedearlier, we can usethe
tuning parameter re ne to trade o between system scalability (i.e., computation
time) and the query answer optimality (i.e., candidate list size), from a database
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(@ Tqg > Tx + Te (b) Tx + TF > Tg (c) Asrene>0, To>Tx + T

Fig. 4. The optimal value of re ne

sener's perspective. On the other hand, from a user's perspective, the most im-
portant performance measureis total query responsetime which includes overall
processingand transmission time, as we always guarantee to provide an exact an-
swer within the candidate list. We de ne query responsetime T asthe sum of three
componerts, (i) the query processingtime of computing a candidate list of answers
at the databaseserver Tq, (i) the transmissiontime of sendingthe candidate list
from the databaseserver to the location anonymizer Ty , and (iii) the ltration time
of computing an exact answer from the candidate list at the location anonymizer
Tr. We know that T is monotonically increasingwith respect to the number of
re nements, while the candidate list sizeis monotonically decreasingwith respect
to the number of re nements. SinceTx and Tg are monotonically decreasingwith
the decreaseof the candidate list size,they are also monotonically decreasingwith
respect to the number of re nements. With theseproperties, wecan nd an optimal
value of re ne which results in the shortest query responsetime.

Figure 4 depicts three casesfor the optimal value of re ne wherethe x and y
axesrepresern the value of re ne and time, respectively, the thin and dotted curves
represern the query processingtime, i.e., Tg, and the sum of the transmissiontime
and the ltration time, i.e.,, Tx + Tg, and the bold curve represens the query
responsetime T = Tq + Tx + Tg. Casel: Tq is always higher than Tx + Tg,
ie., To > Tx + Te. In this case,we setre ne to zero, becauseany re nement
increasesthe query responsetime (Figure 4a). Case2: Tx + T is always higher
than Tg, i.e., Tx + Tr > Tg. In this case,we setre ne to a maximum limit, i.e.,
re ne . » becauseminimizing the transmission and ltration time results in the
minimum query responsetime (Figure 4b). Case3: There is a point O in which
To is always higher than Tx + Te whenrene > O, and Tq is always lessthan
Tx + Tg whenrene < O. In this case,we know that there is an optimal point for
re ne, wherethe optimal point is betweenzeroand 1 , in which the query response
time is minimized (Figure 4c).

We will describe an analysis model to nd the optimal value of re ne so that
the query responsetime is minimized. To determine the optimal re ne, we needto
estimate the query responsetime for the current iteration of re nement P and the
next iteration of re nement, 'b.+1. Whenewer 'b,+1 > ‘b, we predict that further
re nements will increasethe query responsetime. Thus, we stop the query process-
ing and return the current candidate list asthe query answer. We rst estimate
the query responsetime for the current i-th iteration of re nement, P, which is the
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sum of the following three componerts:

(1) Query processingtime (Tg,). This is the actual time incurred in the computa-
tion of the current candidate list at the databasesener.

(2) Transmissiontime (Tx,). The databaseserver will estimate the transmission
time of sendingthe current candidate list to the location anonymizer asfollows:
Tx, = Na S=B, where N, is the number of objects in the current candidate
list, S is the averageobject size,and B is the bandwidth of the communication
link betweenthe databaseserver and the location anonymizer.

(3) Filtration time (Tg,). The database server will also estimate the Itration
time of computing an exact answer from the current candidate list at the lo-
cation anonymizer asfollows: Tg, = N Tf, whereT; is the averagetime of
computing an exact answer per object from the candidate list at the location
anonymizer.

Then, the databasesener estimatesthe query responsetime for the next iteration
of re nement, 'b.+1 , which is the sum of the following three componernts:

(1) Query processingtime (Tg,,, ). The database serer will estimate the query
processingtime of the next iteration of re nement basedon the current oneas
follows: Tg,,, = Tg, + No T, where Ny is the number of line segmerts of A
that do not meetthe trivial edgecondition or trivial split-point condition, and T
is the averagetime of computing a bisector and performing a nearest-neigtbor
seard for a split point.

(2) Transmissiontime (Tx,,, ). The databaseserver will estimate the candidate list
size for the next iteration of re nement and the transmission time of sending
the estimated candidate list to the location anonymizer as follows: Tx,,,
(Na Ri A,;) S=B,whereR; isthe averagereduction ratio of N, from i- to
(i + 1)-th iteration per unit squareof a cloaked area A and A, is the areaof A.

(3) Filtr ation time (Tg,,, ). The databasesener will also estimate the Itration
time of computing an exact answer from the estimated candidate list at the
location anonymizer asfollows: Tg,,, = (Na Ri Aa) Tt

To estimate Ty, and R; at the databaseserver, and T at the location anonymizer,
we have a learning period with a set of privacy-avare queries, and then update
their valuesduring processingnewly received queries. Sincethe tuning parameter
re ne is applicable to both the private queriesover public data and private queries
over private data, the proposedadaptive parameter tuning model can be applied
to both of thesequery types.

4.1.3 Proof of Correctness. In this section, we shaw the correctnessof the algo-
rithm of private nearest-neighlor queriesover public data (Algorithm 1) by proving
that: (1) Minimalit y - the algorithm is optimal, i.e., it returns the minimal can-
didate list, when the tuning parameterre ne is setto 1 , and (2) Inclusion - the
algorithm is inclusive, i.e., it returns the exact answer within the candidate list.

Theorem 1. Minimalit y. Given a cloaked area A, a user U whoissuesa query
within A, and a tuning parameter re ne which is setto 1 , the algorithm computes
a minimal candidate list of answersfor A.
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(@) Trivial edge condition (t;j = tj) (b) Trivial split-p oint condition (t; & tj, ts = tj)

Fig. 5. Two termination casesfor the query processingof priv ate queries over public data

Pr oof. The algorithm results in a candidate list of objects which residein A
and/or the nearest object of some point on the edgeof A. We will show that
a minimal candidate list of answers contains all such objects. First, U could be
located anywhere within A. An object within A is the nearestobject to U, when
the object and U are at the samelocation. Thus, the object within A could be
the exact answer to U. Second,U could be located at any point on the edge of
A. For ead line segmen v;v; with objects t; and t; asthe nearestobject of its
endpoints v; and v;, respectively, the algorithm endsup having the line segmen
with either the trivial edgecondition (i.e., t; = t;) or the trivial split-point condition
(i.e., ti & tj, ts = t;). This is becausethe stopping criterion condition will not take
placeasrene = 1 . We will show that the algorithm nds the nearestobject to
any point on the line segmen where either the trivial edge condition or the trivial
split-point condition takesplace.

(1) The trivial edge condition. Figure 5a depicts this casewheret is the nearest
object to any point p on v;vj, the dotted, shaded and solid circles are the
required nearest-neiglbor seard spaceof v;, p, and v; , respectively. The shaded
circle touchesthe intersection points of the dotted and solid circles, and it is
totally covered by the dotted and solid circles. Supposethat there is another
object tthat is closerto p than t; and hence,t%is within the shadedcircle (i.e.,
t%is within the dotted and/or solid circles). However, if t°is within the dotted
circle (or solid circle), it contradicts to the minimality, i.e., t is the nearest
object to v; (or vj). Therefore,t is the nearestobject to any point on vjv; .

(2) The trivial split-point condition. Figure 5b depicts this casewhere s; is the
split point of the edgev;v; and the nearestobject of s; could be either t; or
tj. For the line segmen v;s; , vi and s; have the samenearestobject t;. The
proof of the trivial edge condition shows that t; is the nearestobject to any
point on v;s;j . Similarly, for the line segmen s; vj, t; is the nearestobject to
any point on s;j v .

Since we guarantee that only the objects within A and the nearest objects to
some point on the edge of A are added to the candidate list, the candidate list
cortains the minimal set of objects that could be the exact answerto U. O

Theorem 2. Inclusion. Given a cloakel area A, a user U who issuesa query
within A, and a tuning parameterrene 0, the algorithm computesa candidate
list of answersfor A that contains the exactanswerto U.
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Pr oof. Whenrene issetto 1 , the proof of Theorem 1 shows that the target
objects which could be the nearest object to U are added to the candidate list,
so the exact answer to U is included in the candidate list. On the other hand,
whenre ne is nite, the stopping criterion condition could take place for someline
segmens. We will shaw that the exact answer of any point on sud line segmets
is included in the candidate list. When the stopping criterion condition is applied
to a line segmen v;v;, we do not nd the nearestobject to the split point s; of
vivj. Thus, we distinguish two cases.

Casel: If t; andt; arethe nearestobjects of s; , the proof of the trivial split-point
condition in Theorem 1 can be applied to this case. Thus, t; is the nearestobject
to any point on the line segmen v;s; , while t; is the nearestobject to any point
on the line segmen s; v;. In this case,the algorithm adds the objects within the
range search area of s; to the candidate list. Sincet; and t; are the only objects
within the range search area, thesetwo objects are added to the candidate list.

Case2: If neither t; nor t; is the nearestobject of s; . There is an object t that
is closerto somepoint on vjv; than t; and/or tj. For the line segmen v;s;j , if t
is closerto somepoint on v;s; than t;, the proof of the trivial edge condition in
Theorem 1 givesthat t must be within the dotted and/or bold circles (Figure 5b).
This is becauseif t is outside the dotted and bold circles, t; is closerto any point
onv;sj than t. Similarly, for the line segmen s; v;, if t is closerto somepoint on
sj v than tj, t is within the thin and/or bold circles. Sincet; and t; are the nearest
objects to v; andv;, respectively, there is no other objects within the dotted and/or
thin circles. Therefore, t must be within the bold circle, i.e., the range search area
of sj . In this case,the algorithm addsthe objects within the range search area of
sj to the candidate list.

For both cases,the nearest object to any point on a line segmem where the
stopping criterion condition takesplaceis included in the candidate list. Therefore,
the exact answer to U is included in the candidate list whenewrrene 0. O

4.2 Public Queriesover Private Data

In this section, we will considera public nearest-neighbor query over private data
issuedby a userin a form \ What is the nearest customerto my taxi". In this case,
the privacy-aware query processoris aware of the exact location of the query issuer,
i.e., the taxi. However, the query processordoesnot know the exact location of the
data, i.e., customers'locations. Instead, the query processorknows only a cloaked
area in which ead customer resides. The query processorreturns a candidate list
of answers that includes the exact query answer. The query processingof public
gueriesover private data is a very simple one as we are describingit herejust asa
basisfor processingprivate queriesover private data in Section 4.3.

4.2.1 Algorithm for Nearest-Neighlor Queries. As the idea of the algorithm is
very simple, we just showv the modi cations that we needto have in Algorithm 1 to
dealwith public queriesover private data. The input to the algorithm is a point-size
area A wherethe four vertices are the sameas the query location point. Sincethe
guery location point hasno edgesthe tuning parameterre ne takesno e ect onthe
algorithm; and thus, the rangeselestion step(STEP 2) in Algorithm 1 is neglected.
The other two stepswill be slightly modi ed asfollows. Figure 6 acts asa running
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Fig. 6. Example of a public nearest-neighbor query over priv ate data

example where the location of the user who issuesthe query is represerted by a
squarewhile four private target objects, i.e., T to T4, arerepresenied by rectangles.

STEP 1: The Filter Selection Step. This stepis similar to the Iter seletion
stepin Algorithm 1. The only modi cation is in the nearestobject seard where
we considerthat the location of a private object T is its furthest corner from the
user's location. In other words, the distance between a user's location U and a
private object t with a cloaked area A, distnax(U;A¢), is the distancefrom U to the
furthest corner of A; from U. Figure 6a depicts that T; is a Iter object and the
distance betweenthe userand Ty, i.e., distmax(U; At,), is represerted by a line.

STEP 2: The Range Search Step. In this step, we compute only onecircular
range search area certered at the user'slocation U with a radius of the maximum
distance between U and the lter object t, i.e., distnax(U;A¢). All objects which
intersect the range search area could be the exact query answer, sothey are added
to the candidate list of answers. Figure 6b depicts the rangesearch area represened
by a circle. The objects which intersect the range search area, i.e., T; and Ty, are
addedto the candidate list.

After the location anonymizergetsthe candidatelist of answersfrom the privacy-
aware query processor, the exact location of a private object in the candidate list
can be disclosedto the user who issuesthe query, if (1) the user has the required
privilege, e.g., police, to accessthese objects' exact location information; and/or
(2) the private object has granted the user the required privilege, e.g., the useris
on the object's friend list. However, if the userdoesnot have the required privilege
to accessthe exact location of an object, the user can only get a cloakel area as
the object's location, in order to presene the object's location privacy.

4.2.2 Proof of Correctness. In this section, we shaw the correctnessof the algo-
rithm of public nearest-neighlor queriesover private data by proving that: (1) Min-
imalit y - the algorithm returns the minimal candidate list, and (2) Inclusion -
the algorithm returns the exact answer within the candidate list.

Theorem 3. Minimalit y. Given a user U who issuesa query, a Iter object
t with a cloakel area A;, and a range search area R centered at U with a radius
of the distance between U and the furthest corner of A; from U, the set of objects
which intersects R constitutes a minimal candidate list of answers.
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Pr oof. If t is the only object in R, t is the exact answer to U. Howewer, if
there is another object t° and its cloaked area Ao intersectsR, t° could be the exact
answer to U. Sincet?intersectsR, t%is addedto the candidate list. Sinceonly the
objects which could be the exact answer are addedto the candidate list, the result
candidate list is the minimal set of objects that contains the exact answer. O

Theorem 4. Inclusion. Given a user U who issuesa query, a lter object t
with a cloaked area A;, and a range search area R centered at U with a radius of
the distance between U and the furthest corner of A; from U, the exact answer
intersects R.

Pr oof. Weknow that the distancebetweenthe exactanswerand U is not larger
than distyax(U; At), and all objects intersecting R are added to the candidate list.
Supposethat tis the exact answer to U and t°is not included in the candidate list.
Thus, we know that the distance between U and t° is larger than distnax(U;A¢),
i.e., t must be closerto U than t° that contradicts to the assumptionthat t°is the
exact answer. Thus, the candidate list includesthe exact answer. O

4.3 Private Queriesover Private Data

In this section, we will considerthe caseof private nearest-neighbor queries over
private data in which the query issuedby the useris in a form \ What is my nearest
buddy'. In this case,the privacy-aware query processor does not know the exact
location information of both the user who issued the query and the data, i.e.,
her buddies. Instead, the query processorknows only a cloaked area in which
the user or eact of her buddies resides. The query processorreturns a candidate
list of answersthat includesthe exact query answer to the query issuer. The query
processingof private queriesover private datais similar to Algorithm 1, asdescribed
in Section4.1, while using the query processingof public queriesover private data,
as presenied in Section 4.2, for nearestneighbor seardes.

4.3.1 Algorithm for Nearest-Neighlor Queries. As the basic idea of the algo-
rithm is to employ the algorithm of public queries over private data for nearest
neighbor seardesin Algorithm 1. Thus, we showv only the modi cations that we
needto have in Algorithm 1 to deal with private queriesover private data. The
input to the algorithm is exactly the sameas Algorithm 1, i.e., the cloaked area A
received from the location anonymizerand a tuning parameterre ne, wherealarger
value of re ne givesa candidate list with a smaller size, but incurs higher query
processingtime. The output of the algorithm is a candidate list of answersto be
sen to the location anonymizer. Figure 7 depicts a running example for a private
nearest-neighbor query over private data where the cloakel area A is represeried
by a shadedareaand the private data is represened by rectangles. For clarity, the
actual location of the userwho issuedthe query is represerted by a square within
A, but this information is not revealedto the databaseserer. Also, we show only
the private data that is involved in the query processingfor the sake of simplicity.
In this example, the tuning parameter re ne is setto one. The algorithm has the
samethree stepsasin Algorithm 1 with following modi cations:

STEP 1: The Filter Selection Step. The only modication in this step is
that we usethe algorithm of public queriesover private datato nd a lter t; for
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Fig. 7. Example of a private nearest-neighbor query over private data (rene = 1)

ead vertex v; of the cloaked area A. This meansthat t; with a cloaked area A;, has
the smallest distance distmax(Vi; Ay, ), i.e., the distance betweenv; and the furthest
cornerof A, from v;, amongall objects. In our example, Figure 7a depicts that the
nearestobjects for vertices vy, Vo, v3, and v4 are Ty, T1, T2, and Ty, respectively.
The distance betweenead vertex and its lter is represened by a dotted line.

STEP 2: The Range Selection Step. The basicidea of this stepis similar to
the range selection stepin Algorithm 1, but we have somemodi cations for eadh
possiblecondition.

(1) The trivial edgecondition (t; = tj). The only modi cation of this condition is
that we add two rangesearch areasto the rangequery setR. Onerangeserch
area is a circular region certered at v; with a radius of distmax(vi;A¢,) and
the other range search area is a circular region certered at v; with a radius of
distmax(Vj ; A, ). The ideaof adding thesetwo rangesearch areasto R instead of
adding t; and t; to the candidate list is that all objects intersecting theserange
search areas could be the answer of somepoint on the edgev;v;. Thus, these
objects should be added to the candidate list. In our example, this condition
takesplace for edgeviv, wheret; = t; = T;, sowe add the rangesearch areas
of vy and v> to R.

(2) The trivial split-pint condition (t; 6 tj, rene > O, ts = t;). We have two
modi cations for this case.The rst modi cation is in the computation of the
split point s; of the edgev;v;. s; is computed asan intersection point of v;v;
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and the perpendicular bisector of t; and t; in which we considerthe furthest
cornersof t; and t; from the opposite verticesv; and v;, respectively. Sincethe
tuning parameter re ne is greater than zero, we nd the nearestobject ts to
the split point s; . The secondmodi cation is that if it resultsin a casets = t;,
we add the range search areas of t;, ts, and t;, i.e., these areasare the circles
certered at vi, s;, and v; with a radius of diStmax(Vi; At;), diStmax(Sij ;At;) =
distmax(Sij ; At; ), and distmax(Vj ; Ay, ), respectively, to the range query set R.
The reasonof returning thesethree rangesearch areasis that the set of objects
intersecting the range search areas of v; and s; constitutes the minimal set
of objects that could be the answer of some point on vis; . On the other
hand, the set of objects intersecting the range search areas of s; andv; is the
minimal set of objects that could be the answer of somepoint on s;; v;. In our
example, this caseis applied to two edgesv,vs and viv,. For edgevavs, since
t, = T1 6 t3 = T,, and the tuning parameter re ne is larger than zero, we
compute the split point s,3 (Figure 7b). Sincethe nearestobject of sp3 is T
or Ty, i.e., distmax(S23; At,) = distmax(S23; At,), we add the range search areas
of v,, sp3, and vs to the range query setR. Likewise,for edgev;v,, we know
that the nearestobject to the split point s14 is Ty or T4 (Figure 7f). Sincethe
range search area of v is already addedto R, we merely add the range search
areas of si4 and v4 to R.

The recursive re nement condition (t; 6 tj, rene > 0, ts 6 t;). This step
is exactly the sameas the recursive re nement condition in Algorithm 1. In
our example, this caseis applied to edge vsv, where v3, Sz4, and v, have
dierent nearestobjects, i.e., t3 = Ty, ts,, = T3, and t4 = T4, and rene is
larger than zero. We split v3v, into two separateline segmetts v3Sz4 and Sz4Va,
and then recursively executethis step on thesetwo separateline segmers while
decreasingre ne by oneto zero,asillustrated in Figures 7d and 7e, respectively.
In this example,re ne reacheszero after the rst recursive re nement for both
line segmerts, we end up with the next caseof the stopping criterion condition.

The stopping criterion condition (t; 6 tj, rene = 0). The only modi cation
of this step is the same as the second modi cation of the trivial split-point
condition. When the tuning parameter re ne readces zero, we add the range
saarch areas of the endpoints v; and v;, and the split point s; of the edgev;v;
to the rangequery setR.

STEP 3: The Range Search Step. The basicidea of this stepis the sameas
in Algorithm 1. The only modi cation for ead option is follows:

1)

(2)

To get the candidate list of the minimal size, we issuea range query for eath
rangesearch area R in the rangequery setR. For ead range query, all objects
intersecting R are returned as the answer. The answers of these range queries
are addedto the candidate list.

To reduce computational cost while getting a larger candidate list, we execute
only one range query with a query region that corresponds to the minimum
boundary rectangleof all rangesearch areasin R. Then, all objects intersecting
the query region are added to the candidate list.
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(a) tj = tj: same vertex (b) tj = tj: dierent vertices (c) tj 6 tj, ts = tj and ts = t;
Fig. 8. Some termination casesfor private queries over priv ate data

4.3.2 Proof of Correctness. In this section, we show the correctnessof the pri-
vate nearest-neighlor queriesover private data algorithm by proving that: (1) Min-
imalit y - the algorithm is optimal, i.e., it returns the minimal candidate list, when
the tuning parameter rene is setto 1, and (2) Inclusion - the algorithm is
inclusive, i.e., it returns the exact answer within the candidate list.

Theorem 5. Minimalit y. Given a cloaked area A, a user U whoissuesa query
within A, and a tuning parameter re ne which is setto 1 , the algorithm computes
a minimal candidate list of answersfor A.

Pr oof. The algorithm results in a candidate list of objects which intersect with
A or could be the nearestobject to somepoint on the edgeof A. We will shaw that
the minimal candidate list contains all such objects. First, U could be anywhere
within A. The object intersecting A could be the exact answer becausethe object
and U could be at the samelocation. Second,U could be located at any point
on the edgeof A. For ead line segmen v;v; with objectst; and t; asthe nearest
object of its endpoints v; and v;, respectively, the algorithm endsup having the line
segmen with either the trivial edgecondition (i.e., t; = t;) or the trivial split-point
condition (i.e., t; 6 tj, ts = t;). This is becausethe stoppingcriterion condition will
not take placewhenrene = 1 . We will shaw that the algorithm nds all objects
that could be the exact answer of some point on a line segmem where either the
trivial edge condition or the trivial split-point condition takesplace.

(1) The trivial edgecondition. We distinguish two cases.

Casel: The furthest corner of the cloaked area of the same Iter t of v; andv;,
A, fromv; andvy; is the same(Figure 8a). The search rangearea of any point
p on v;v; is a circle with a radius of a distance from p to the furthest corner of
A; from p (represerted by a dotted circle). By Theorems3 and 4, the nearest
object to p intersectsthe rangesearch area of p. All possiblerangesearch areas
of p are within the range search areas of v; and v;, sothe objects intersecting
the range search area of v; and v; constitute the minimal set of objects that
could be the exact answer to p.

Case2: The furthest corners of A; from v; and v; are di er ent (Figure 8b). Let
li bethe line from v; to the furthest corner of A; from v; (represened by a thin
line) and I; bethe line from v; to the furthest corner of A, from v; (represerted
by a bold line). m is a point on v;v; projected from the intersection point of
li and I;. The point p on the line segmen v;im has the samefurthest corner,
while p on the line segmem mv; also has the samefurthest corner. Thus, the
rst casecan be applied to both line segmers vim and mv; .
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(2) The trivial split-point condition. We split v;v; into two separateline segmets
visj and s v;. Sinceboth the line segmens have the samenearestobject, as
depicted in Figure 8c, the proof of the trivial edge condition can be applied to
this case.

Sincewe guarantee that only the objects within A and the objects that could be
the exact answer of somepoint on the edgeof A are added to the candidate list,
the candidate list is minimal. O

Theorem 6. Inclusion. Given a cloakel area A, a user U who issuesa query
within A, and a tuning parameterrene 0, the algorithm computesa candidate
list of answersthat contains the exact answerto U.

Pr oof. When rene is setto 1, the proof of Theorem 5 shows that target
objects that could be the nearestobject to U are added to the candidate list, so
the exact answer to U is included in the candidate list. When re ne is nite, the
stopping criterion condition could take place for someline segmens. The proof of
the trivial split-point condition in Theorem 5 shows that the nearestobject to any
point on the line segmet v;v; intereststhe rangesearch areas of v;, v;, and/or the
split point s of viv;. Sincethe stopping criterion condition addsthesethree range
sarch areas to the range query set R, the algorithm adds all objects intersecting
theserange search areas to the candidate list. This meansthat the nearestobject
to any point on a line segmem where the stopping criterion condition takesplace
is included in the candidate list. Therefore, the exact answer to U is included in
the candidate list whene\er the tuning parameterrene 0. O

5. CONTINUOUSPRIVACY-ANARE QUERY PROCESSING

In this section, we proposea shared exeution paradigm that turns the snapshot
privacy-aware query processorproposedin Section 4 into a scalableand e cien t
guery processorfor continuous privacy-aware queries. Examples of continuous
queries include \ Continuously send e-mupons to the car that is within one mile
of my restaurant" and \ Continuously report my nearest police car". The userissues
a cortinuous query by registering the query with a databaseserver for a speci ed
period of time. After the usergetsaninitial query answer from the databasesener,
sheis noti ed with the changesin the query answer. Sincea numerous number of
continuous privacy-aware queries could be lasted for a long time at the database
sener, the most important challengesfor processingsuch cortinuous queries are
system scalability and computational e ciency. Howewer, a hasic paradigm that
simply extendsthe snapshotprivacy-aware query processingalgorithm to deal with
cortinuousqueriesindividually is not scalableand e cien t. To this end, we propose
a shared execution paradigmthat aimsto sharecomputational resourcesamong con-
tinuous privacy-aware queries,in order to improve systemscalability and e ciency .
The rest of this sectionis organizedasfollows. First, we usea hasic paradigm that
extendsthe snapshotprivacy-aware query processoito dealwith continuous privacy-
aware queries and analyze the computational cost of maintaining their query an-
swers. Then, we give the detail of our proposedshared execution paradigm, analyze
the computational cost of employing the shared execution paradigmto processcon-
tinuous privacy-aware queries, and describe how to modify the snapshotprivacy-
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aware query processingalgorithm to incorporate the shared execution paradigm for
all introduced privacy-aware query types.

5.1 BasicContinuousPrivacy-avare Query Processing

This section describes a basic paradigm that extends the snapshotprivacy-avare
guery processingalgorithm proposedin Section4 to deal with continuous privacy-
aware queries. The main idea of the hasic paradigm is that the snapshotprivacy-
aware query processorcomputes an initial query answer. Due to mobility, the

qguery answer would becomestale at any time. Thus, the query processorhas
to continuously detect the change in the query answer and notify the user with

the changeimmediately. Continuously maintaining the answer of a privacy-aware
qguery needsto detect two casesof changes: (1) The nearestobject of the vertex of
a cloaked area A or the split point of the edgeof A changesits location or there
is a new nearest object for the vertex or split point, and (2) Some objects move
to or out from a range serch area in the range query set R. For the rst case
of changes,we issuea continuous nearest-neighlor (NN) query for eact vertex or
split point to monitor its nearestobject. For the secondcaseof changes,we issue
a continuous range query for ead range search area in R to detect the change
of the target objects within the area. We will describe how the query processor
maintains the answer of continuous privacy-aware queries. Whenewer the query
processoris notied with some changesin the continuous NN query, the query
processorre-ewaluates the query answer. Then, we only sendthe changesin the

query answer to the location anonymizer, i.e., an incremertal query answer update,

in order to reduce communication overhead. On the other hand, when we detect
changesonly in the continuous range queries we simply sendthe changesin the

guery answer to the location anonymizer without re-ewaluating the query answer.

If we re-ewaluate a query answer due to the changein a continuous NN queries any

changein continue range queriescan be neglected. This is becauseall range search
areas will be removed from R beforethe re-evaluation.

Analysis. We will study the computational cost of the basic paradigm for eath
privacy-aware query type. In our analytical model, we considerthe secondoption
of the range search step in Algorithm 1, i.e., only one continuous range query is
issuedto monitor the minimum bounding rectangle of all range search areasin the
range query setR and let Ng be the number of contin uous privacy-aware queries
in the system. Hence, the total number of continuous range queriesis Ng. The
computational cost of ead privacy-awvare query type in terms of the number of
continuous NN queriesis analyzed as follows:

| Private queriesover public data. For eat query, we issue one continuous NN
queryto monitor the nearestobject of eat vertex of the cloaked area A, i.e., four
continuous NN queriesfor eac query. For ead edgeof A, we have to monitor
the nearestobject of at most 2" 1 split points of the edge;and hence,we
issueat most4 (2" 1) continuous NN queriesfor all the split points of A.
Thus, the computational costis O(Ng [4+4 (2" 1)]) = O(Nq 2ene *2),

| Public queries over private data. For eac query, we issueonly one continuous
NN queryto monitor its Iter object, Thus, the computational costis Ng.
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| Private queriesover private data. The computational cost of this query type is

exactly the sameas that of the private queries over public data, i.e., O(Ng
orene +2 )

5.2 Shaed ExecutionParadigm for ContinuousPrivacy-avare Query Processing

Although the hasic paradigm is simple, the computational costis dependert on the
number of contin uous privacy-awvare queriesand the tuning parameterre ne. The
basic paradigm would su er from a scalability issuewhen a location-baseddatabase
sener processesa numerous number of continuous privacy-avare queries with a
strict requiremert on the answer optimality, i.e., a large value of re ne. To this
end, we proposea shared execution paradigm for contin uous privacy-aware queries
to improve system scalability and computational e ciency . The basicidea is that
we maintain a set of static query points whosenearestobjects would be utilized as
part of the query processingfor all continuous privacy-avare queries.

Static Query Points. In the shard exeution paradigm, we maintain a set of
static query points that is uniformly distributed in the system. A static query point
is either in an on or o state. Initially , all static query points are in the o state.
When the query processomeedsto nd the nearestobject of the vertex of a cloaked
area A or the split point of the edgeof A, it nds the neareststatic query point
of the vertex or split point, and then turns the static query point on and nds the
nearestobject to the static query point as an approximate answer for the vertex or
split point. We maintain the answer of this static query point until it is no longer
neededby any contin uous privacy-aware queries,i.e., we turn the static query point
o. Sincethe answer of a static query point may not be the actual nearestobject
of the vertex of a cloaked area A or the split point of the edge of A, using the
static query point would result in a larger candidate list of answers. Although the
number of static query points can be served as a system-wide performance tuning
parameter, it would not satisfy the need of individual queries. Thus, we introduce
another tuning parameter for individual continuous privacy-aware queries. The
idea is to usethe answer of a static query point asthe nearestobject of the vertex
or split point of A if the distance betweenthe vertex or split point and its nearest
static query point is lessthan . Whenweset = qax, Where max isthe maximum
value of , we always usethe static query points for query processing.At the other
extreme case = 0, we will not useany static query points for query processing.

The privacy-aware query processorbene ts from the shared exeution paradigm
in three aspects. (1) The number of static query points can be sened as a perfor-
mancetuning parameter to trade o between system scalability and query answer
optimality. In other words, a larger number of static query points givesbetter qual-
ity of query answers, i.e., a smaller candidate list of answers, but it incurs higher
computational cost. It is important to note that the shared execution paradigm
guararnteesthat the exact query answer is included in the candidate list, regardless
of the number of static query points. (2) The shared exeution paradigm provides
a fashion to bound the total number of continuous NN queries maintained at the
database serner by the number of static query points when = qa. (3) When
we use the answer of a static query point as the nearest object of the vertex of
a cloakel area A or the split point of the edgeof A, the answer is immediately
available for the query processorwithout performing any nearest-neigtbor seard,
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(a) Static query points (b) Maxim um value of (c) Intersection area

Fig. 9. The eect of

and thus reducing computational overhead.

Analysis. Table | summarizesthe computational cost of the basic paradigm
and the shared execution paradigm with di erent valuesof for ead privacy-awvare
query type. Similar to the analysis of the basic paradigm, we let Ng be the number
of contin uous privacy-aware queriesand maintain a continuous range query for all
rangeserch areasin the rangequery setR of eat cortin uous privacy-avare query.
Furthermore, we assumethat there are N static query points that are uniformly
distributed in the system. Figure 9a depicts a cell (represeried by a rectangle)
enclosedby four static query points (represerted by triangles) wherethe length and
width of the cell arel and w, respectively, and the coveragearea of ead static query
point is represerted by a shadedcircle. A coverage area of a static query point is
a circular area certered at the query point with a radius of . We rst dewelop a
function to determine the probability of using the answer of a static query point for
the vertex of a cloaked area A or the split point of the edgeof A with respectto ,
Pa( ), and then analyzethe computational cost of eat privacy-aware query type
for di erent valuesof

Figure 9b givesthe caseof the maximum value of , max, i.€., tlae distance from

a static query point to the certer of the cell. Thus, max = jbg = jab2+ jag2 =

(17 + w2)=4, where c is the certer of the cell and jbg represers the distance of
line segmem bc For simplicity, we assumethat Pa( ) of the vertices and split
points of a cloaked area A is independert; and thus, Pa( ) can be computed as a
ratio of the areaof the union of the coverage area of the four static query points of
a cell to the cell area. To determine Pp () for di erent valuesof , we distinguish
three cases:

Casel: 0 min(w;1). In this case,there is no intersection among the
coverage area of the four static query points of a cell (e.g., seeFigure 9a); and
hence,Pa( )=[4 (2 90=360)F(w )= 2 =w ).

Case2: min(w;l) < < max. Figure 9c illustrates this casewhere jdg =
jdgi = o ifg = (2 N=2= 1=2, jd'j = jdg jfg = ( 1=2)=1=2
jefj = jde? jdj2=" 2 (I=2)?, and = cos *(jd j=jdg) = cos Y[(I=2)=].
The area of the shadedareais equalsto the area of the triangle EDF subtracted
from the area of the sector EDG. The area of the sector EDG is ? ( =360)
and the area of the triangle EDF is (jd ] jefj)=2; and hence,the shadedareais
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Table I. The computational cost of each priv acy-aware query type

Priv acy-aware Basic Paradi Shared Execution Shared Execution
Query Types asic Faradigm Paradigm ( = max ) Paradigm (< max )

. . _ O( Pa()) Ng 2°7 7
Priv ate Quenes O(Ng 2ene +2) O(min(Ng 2rene*2; | (Pa() Ng 2ene+2.
over Public Data Ns)) Ns))

Public Queries ) ] O((@ Pa()) Nog+
over Priv ate Data No O(min (Nq:Ns)) min(Pa() Ng;Ns))

. _ _ O( Pa()) Ng 2™
Priv atg Queries O(Ng 2rene 2 O(min(Ng 2rene 2 . +min (Pa() No 2€Me 2 .
over Priv ate Data Ns)) Ns))

2 (1=360) (jdj jefj)=2= 2 (cos ![(I=2)= ]=360) [(I:2)p 2 (I=2)2]=2. In
general, the intersection area of the covetage area of the two static query points on
the vegtical or horizontal edgeof a cellis A (s) = 2 f 2 (cos [(s=2)= ]=360)
[(s=2) 2 (s=2)?]=2g, wheres= | and s = w for the vertical and horizontal edge
of a cell, respectively. Thus, Pa( ) =12 2(A 1t (W) + Ape (IM]=(w D).

Case3: max - IN this case the cell areais totally coveredby the coveragearea
of the four static query points that enclosethe cell; and hence,the query processor
always usesthe answer of static query points for query processing,Pa () = 1.

Therefore, the probabilit y of usingthe answer of a static query point asthe nearest
object for the vertex or split point of a cloaked area A, P ( ), can be summarized
as the following equations:

g 2 5w ) 0 min(w; 1);
Pa()=. 2  2AmW+Ap (1) =(w 1); min(w;l) < < max;
L max <1.

The computational cost of eat privacy-aware query type with di erent valuesof
is analyzed as follows:

| Private queriesover public data. For a set of Ng queries, we use a total of at
most min(Pa( ) Ng 27" *2;Ng) static query points for query processing
and maintain at most (1 Pa()) Ng 27" *2 continuous NN queries Thus,
the computational costis O((1 Pa()) Ng 2©"*2 + min(Pa() Ng
orene +2 ;NS))-

| Public queries over private data. For a set of Ng queries, we use a total of at
mostmin(Pa( ) Ng;Ns) static query points for query processingand maintain
at most (1 Pa()) Ng continuous NN queries Thus, the computational cost
isO((1  Pa()) Ng+min(Pa() Ng;Ns)).

| Private queriesover private data. The computational cost of this query type is
exactly the sameasthat of the private queries over public data.

5.2.1 Algorithm for Private Nearest-Neighlor Queries over Public Data. In this
section, we extend Algorithm 1 to employ the shared execution paradigmto compute
the query answer of a private cortin uous nearest-neigtbor query over public data.
Figure 10 depicts a running example of the shared execution paradigm for a private
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Fig. 10. Example of the shared execution paradigm for a private contin uous nearest-neighbor
query over public data (rene = 1)

cortinuous nearest-neigtbor query over public data where the cloaked area A is
represernted by a shadedarea, the four static query points of the cell intersecting
A are represerted by triangles, and the tuning parameter re ne is setto one. If a
static query point hasbeenturned on by the query processor the static query point
is represerted by a black triangle; otherwise, the static query point is represered
by a gray triangle. For simplicity, we show only the objects that will be usedby the
algorithm. The actual location of the userwho issuedthe query is represenied by
a square for illustration only, but this actual location information is not revealed
to the databaseserwer. Initially , the candidate list of answers is set to be empty
and the range query set R is set to the cloaked area A. Then, the sameidea of
Algorithm 1 can be applied to the shared exeution paradigm with the following
modi cations:

STEP 1: The Filter Selection Step. The only modi cation is that for eah
vertex v; of A, if the distance betweenv; and the nearest static query point is
lessthan , we usethe answer of the neareststatic query point asthe lter t; of v;.
Although the Iter may not be the actual nearestobject to the vertex, we guarantee
that the exact answer to the user is included in the candidate list (inclusion will
be proved later). Otherwise, we nd the actual nearest object of v; asthe Iter
ti asin Algorithm 1. Note that if the static query point has beenturned on, its
answer is immediately available for the query processorwithout performing any
nearest-neighbor seard. In our example, Figure 10a depicts that only the vertices
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vz and v4 with a distance to their neareststatic query point is lessthan . Thus,
the query processormneedsto nd the actual nearestobject to the other verticesv;
and v, astheir lters, i.e., t1 = t, = T16. Sincethe distance betweenvs and the
top right static query point is lessthan , the lter of v; is the answer of the top
right static query point, i.e., t3 = T13. Likewise,the lter of v, is the answer of the
top left static query point, i.e., t; = Ts.

STEP 2: The Range Selection Step. Wewill present the minor modi cation
for ead possiblecondition.

The trivial edgecondition (t; = tj). This condition takesplace for an edgev;y;
when the same object seresthe lter of v; and vj. In this condition, the only
modi cation is that if we usethe answer of a static query point asthe lter of v;,
we do not add t; to the candidate list. Instead, we add a range serch area of v;
that is a circle certered at v; with a radius of the distancefrom v; to t; to the range
guery setR. The idea behind this modi cation is that when we use a static query
point, its answer may not be the actual nearestobject of the vertex. In fact, the
objects that could be the actual nearestobject of v; are within the range search
area. Thus, all these objects should be added to the candidate list. The same
scenariois alsoapplied to the vertex v;. In our example, this condition takesplace
for edgev,v, becausethe sameobject T1¢ servesthe lter of both verticesv; and
v, (Figure 10a). SinceTs; is the actual nearestobject to v, and v,, we simply add
T16 to the candidate list and no further re nement on v1Vv» is needed.

The trivial split-point condition (t; 6 t;, rene > 0, ts = t;). We have two
modi cations before cheding for this condition, and one modi cation when this
condition holds for an edgev;v;. The rst modi cation is similar to the lter step
If the distance betweenthe split point s; of viv; and the neareststatic query point
is lessthan , we usethe answer of the nearest static query point as the nearest
object ts of s; . The secondmodi cation is that if ts is closerto v; than v;'s current
Iter t;, ts is consideredasthe lter of v;. Then, we start over this stepon vjv; with
the new lter. The idea behind this modi cation is that if we nd t; for v; based
on a static query point, ts could be closerto v; than t;, i.e., ts is a better Iter for
vi. The samescenariois also applied to the vertex v;. We update the lter of v
and/or v; whenewer we nd a better one. The third modi cation that is similar to
the modi cation of the trivial edgecondition is for the casethat this condition takes
place. If we usethe static query point to nd the nearestobject of v;, we add a
rangesearch area of v; to the rangequery setR. This is becausethe objects within
range search area could be the actual nearestobject of vi. The samescenariois
also applied to the vertex v; and the split point s; of viv;. In our example, this
condition takesplace for edgesv,vs and viv,. For edgevavs, we compute the split
point s,3 of vovz. Sincethe distance betweens,s and the neareststatic query point
is larger than , we nd the actual nearestobject to sp3. FigurelOb givesthat the
nearestobject of sp3 is the sameasthe Iter of v, and v3. Sincewe useonly the
answer of the top right static query point asthe lter of vz, we add the rangesearch
area of vz to the range query set R and T13 to the candidate list. Similarly, for
edgeviVvy, the actual nearestobject of the split point s14 is the sameasthe lter
of v; and vy4, asdepicted in Figure 10f. As we usethe answer of the top left static
query point for v4, only the rangesearch area of v4 and Ty are addedto R and the
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candidate list, respectively.

The recursive re nement condition (t; 6 t;, rene > 0, ts 6 t;). The query
processingof this condition is exactly the sameasin Algorithm 1. In our example,
this condition takes place on edgevsv, where we compute the split point sg4 of
v3V4, and then nd the actual nearestobject to saq, i.€., the distance between sz,
and the nearest static query point is larger than . Figure 10c depicts that the
nearestobject of s34 is T12. SinceTy, is closerto v4 than v,'s current lter ty = Ta,
we set To asvy's lter, i.e., ty = Tio. If the left top static query point is no longer
used by any other cortin uous privacy-avare queries, we turn o this static query
point. Then, we start over the range seletion step on vzv, with t3 = T3 and
t4 = Ty2. Sincethe trivial edgeand stopping criterion conditions still do not take
place, we recompute the split point s34 and nd the actual nearestobject to Sz4,
i.e., Tg, as depicted in Figure 10d. Tg is dierent from the lters of vz and vq,
so this condition takes place for edgevsv, again. We split vsv, into two separate
line segmerts v3s34 and sz4v4, and execute the range seletion step on these two
separateline segmetts while decreasingthe tuning parameter re ne by oneto zero.
In the recursive calls on theseline segmeits, sincere ne = 0, we end up with the
next caseof the stopping criterion condition for theseline segmeirts.

The stopping criterion condition (t; 6 t;, rene = 0). The only modi cation
for this condition is similar to the trivial edge condition. As in Algorithm 1, we
rst add the range search area of the split point s; of the edgev;v; to the range
query set R. However, if we usethe answer of a static query point asthe nearest
object of v;, we add the range search area of v; to the range query setR. The
same scenariois also applied to the other vertex v;. In our example, we end up
with this condition for edgevsv,, in which we compute the split point of ead of
the two separateline segmets v3Sz4 and sz4v4 without nding the nearestobject
of thesetwo split points. For the line segmei v3s34, we add the rangesearch areas
of v3 and the split point of vzsz4 that are represered by solid and dotted circles,
respectively, at the right side in Figure 10eto the rangequery setR and Tg to the
candidate list. The idea of not adding the search range area of s34 to R is that
Tg is the actual nearestobject to s34, S0 S34'S range search area cortains only Tg.
Likewise, for the line segmen s34v4, we add the range search areas of v, and the
split point of s3z4v4 to R and Tg to the candidate list.

STEP 3: The Range Search Step. This step is exactly the same as in
Algorithm 1. In our example depicted in Figure 10, the examplesfor the two
options are:

(1) We get the minimal candidate list of answers by issuing a continuous range
query for ead rangeserch area in the rangequery setR, i.e., the cloakel area
A and four distinct range search areas represerted by circles, and then adding
the answer to the candidate list.

(2) Weissueonly onecontinuous rangequerywith a query regionthat corresponds
to a minimum bounding rectangle covering all the rangesearch areasin R, and
then add the answer to the candidate list.

Proof of Correctness In this section, we show the correctnessof the shared exe-
cution paradigm for private queriesover public data by proving that the paradigm
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is inclusive, i.e., it returns the exact answer within the candidate list.

Theorem 7. Inclusion. Given a cloakel area A, a user U whoissuesthe query
within A, the algorithm of private queries over public data employing the shared
exeution paradigm computesthe candidate list of answersthat contains the exact
answerto U.

Pr oof. We rst show that the exact nearestobject t, to somepoint p on an
edgev;v; is included in the candidate list for the trivial edge trivial split-point, or
stopping criterion condition.

The trivial edge condition. By Theorem 1, t, is within the dotted and/or solid
circles (Figure 5a). We distinguish three cases. Casel. We usethe answer of a
static query point, t, asthe nearestobject of v;, while t is the actual nearestobject
of vj. Sincet is the actual nearestobject of v;, there is no other objects within the
solid circle. If the actual nearestobject of v; is t, there is no other objects within
the dotted circle; and hence,t = t,. On the other hand, if the actual nearestobject
of v; isnot t, t, is closerto p than t, t, is within the rangesearch area of v;, i.e., the
dotted circle. Thus, t, is included in the candidate list. Case2: We usethe answer
of a static query point, t, as the nearestobject of v; while t is the actual nearest
object of vi. This caseis symmetric with Casel. Case3: We usethe answer of
static query points, t, asthe nearestobject of both v; and v;. The proof of Casel
is applied to the casethat t is the actual nearestobject of v; and/or v;. If t is not
the actual nearestobject of v; or v;, t, is closerto p than t, t, is within the range
search area of v; and/or vj. Thus, t, is included in the candidate list.

The trivial split-point condition. As depicted in Figure 5b, we considerthat the
edgev;v; is split into two separateline segmetts v;s; and s; v;. For both the line
segmets, the endpoints have the samenearest object, so the proof of the trivial
edge condition can be applied to thesetwo line segmerts.

The stopping criterion condition. In this case,the rangesearch area R of s is
addedto the rangequerysetR, i.e., all objects within R are addedto the candidate
list. For line segmen v;s; , the proof of the Casel and Case3 of the trivial edge
condition is applied to the casethat we nd the actual nearestobject of v; and
usethe answer of a static query point asthe nearestobject of v;, respectively. The
proof for the line segmen s; v; is symmetric with that for the line segmer v;s; .

Then, we show that the exact answer to U is within the candidate list. When
rene is setto 1 , ead line segmem ends up with having either the trivial edge
condition or the ftrivial split-point condition. When re ne is nite, the stopping
criterion condition could take place for someline segmeits. We already show that
the nearestobject to any point on ead line segmer is added to the candidate list
for these three conditions. The objects within A are also added to the candidate
list. Therefore, the exact answer to U is included in the candidate list. O

5.2.2 Algorithms for Public Nearest-Neighlor Queries over Private Data. The
query processingalgorithm for public queries over private data preseried in Sec-
tion 4.2.1 can be applied to the shared execution paradigm with only one modi -
cation in the lter seletion step The modi cation is that if the distance between
the user who issuesthe query and the neareststatic query point is lessthan , we
usethe answer of the neareststatic query point asthe lter. Otherwise, we nd the
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actual nearestobject of the userasthe Iter. The rangeserch stepis the sameas
in Section4.2.1.

Proof of Correctness We will shav the correctnessof the proposedshared exe-
cution paradigm for public queriesover private data by proving that the paradigm
is inclusive, i.e., it returns the exact answer within the candidate list.

Theorem 8. Inclusion. Given a cloakel area A, a user U whoissuesthe query
within A, the algorithm of public queries over private data employing the shared
exeution paradigm computesthe candidate list of answersthat contains the exact
answerto U.

Pr oof. We usethe answer of a static query point, t, asthe nearest object of
U. Let t° be the actual nearestobject of U. If t = t° the proof is the sameasin
Theorem 4. However, if t 6 tO, diStmax(U; Aro) < distnax(U; Ay), i.e., tintersectsthe
range search area of U. Thus, t®is addedto the candidate list. [

5.2.3 Algorithms for Private Nearest-Neighlor Queries over Private Data. The
private queriesover private data algorithm presened in Section4.3.1only returns
range search areas, sowe have only three minor modi cations to apply the shared
execution paradigm to this algorithm. The modi cations are as follows.

STEP 1. The Filter Selection Step. The only modication for this step
is that for ead vertex v; of a cloaked area A, if the distance betweenv; and the
neareststatic query point is lessthan , we usethe answer of the static query point
asthe lter t; of vi. Otherwise, we nd the actual nearestobject of v; asits Iter
t.

STEP 2: The Range Selection Step. We have only two modi cations in the
trivial split-point condition. These modi cations are exactly the sameasthe rst
two modi cations in the trivial split-point condition of the range seletion stepin
the private queriesover public data algorithm (Section 5.2.1).

STEP 3: Range Search Step. We do not have any modi cation in this step.

Proof of Correctness We will shaw the correctnessof the proposedshared exe-
cution paradigm for private queriesover private data by proving that the paradigm
is inclusive, i.e., it returns the exact answer within the candidate list.

Theorem 9. Inclusion. Given a cloakel area A, a user U whoissuesthe query
within A, the algorithm of private queries over private data employing the shared
exeution paradigm computesthe candidate list of answersthat contains the exact
answerto U.

Proof. We rst show that the exact nearestobject t, to somepoint p on an
edgev;v; is included in the candidate list for the trivial edge trivial split-point, or
stopping criterion condition.

The trivial edge condition. We distinguish two cases.

Casel: The furthest corner of the cloaked area of the same lter t of v; and v;,
A¢, fromv; and v; is the same(Figure 8a). By Theorem 5, the cloaked area of t,
intersectsthe thin and/or bold circles. We distinguish three cases.Casel: We use
the answer of a static query point, t, as the nearest object of v; while the actual
nearest object of v; is t. Sincethe distance from the actual nearest object of v;
to v; is either the same as the distance from t to v;, i.e., t is the actual nearest
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object of vj, or smaller that the distance from t to v;, sothe cloaked area of the
actual nearestobject of v; is totally coveredby the thin circle; and thus, the actual
range sarch area of v; is within the thin and/or bold circles. As the trivial edge
condition adds both the thin and bold circlesto the range query setR, all objects
within the thin and/or bold circles are added to the candidate list. This means
that all objects intersecting the actual range search area of v; will be addedto the
candidate list. Casell: We usethe answer of a static query point, t, asthe nearest
object of v; while the actual nearestobject of v; ist. This caseis symmetric with
Casel. Caselll: We usethe answer of static query points as the nearestobject of
both v; and vj. The thin and bold circles are the range search areas of v; and v;,
respectively. Sincethe actual range search areas of v; and v; are within the thin
and/or bold circles, all objects within thesetwo circles are addedto candidate list.

Case2: The furthest corners of A; fromv; andv; are di er ent (Figure 8b). The
proof of this caseis the sameasthe Case? of the trivial edgecondition in Theorem5.

The trivial split-point condition. The proof of the trivial split-point condition in
Theorem 7 is applied to this case.

The stopping criterion condition. The proof of the stopping criterion condition
in Theorem 7 is applied to this case.

Then, we show that the exact answer to U is within the candidate list. When
rene is setto 1 , ead line segmem ends up with having either the trivial edge
condition or the ftrivial split-point condition. When re ne is nite, the stopping
criterion condition could take place for someline segmets. We already show that
the nearestobject to any point on eadt line segmern is added to the candidate list
for these three conditions. The objects within A are added to the candidate list.
Therefore, the exact answer to U is included in the candidate list. [

6. EXPERIMENTAL RESUOS

In this section, we evaluate the performance of the basic paradigm using the snap-
shot privacy-aware query processingalgorithm and the shared execution paradigm
for all privacy-awarequery types,i.e., private queriesover public data, public queries
over private data, and private queriesover private data, in our Casger* framework.
Sincethe basic paradigm usesexact nearest-neighbor queriesto compute candidate
lists, this paradigm is denoted as\ Exact' in this section, while the shared execu-
tion paradigm is denoted as \ Shaed'. We evaluate our algorithms with respect
to performance tuning parameters, system scalability, and privacy requiremerts.
In all experimerts, the performance evaluation is in terms of (a) total processing
time, which includes the query processingtime of computing an candidate list at
the databaseserwer, the transmission time of sendingthe candidate list from the
database sener to the location anonymizer, and the lItration time of computing
an exact answer from the candidate list, and (b) candidate list size However, the
Itration time is much lessthan both the query processingtime and the trans-
mission time, so we do not show the lItration time in all the gures. For the
experimerts of performancetuning parameters,we vary the value of re ne, and the
number of static query points and the value of for the shared execution paradigm.
Theseexperiments are important to evaluate the performancetrade-o of the three
tuning parameters. Then, we perform experiments to show the scalability of the
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proposedalgorithms with respect to large numbers of usersand data, and various
data object sizes. Finally, we showv the performance of the proposed algorithms
with respect to various levels of k-anonymity which is the most commonly used
privacy requiremert.

We usetwo baselinealgorithms to evaluate the performance of our algorithms.
For private queriesover public data, we compare our algorithms with an existing
range nearest-neighbor algorithm that nds the minimal set of nearestobjects of
a rectangular query region [Hu and Lee 2006] (denoted as \ RNN"). For private
data, sincenone of existing approachesworks for private data, we designa baseline
algorithm for private queriesover private data (denoted as\ Basé€). The basicidea
of the Basealgorithm is that we rst nd the nearestobject t to the center of a
cloaked area A and determine the maximum distance dnax between ead vertex
v of A and the furthest corner of t from v. Then, we determine a circular range
seard area certered at the certer of A with a radius of the sum of the distance
betweenthe certer of A and one of its vertex and dnax - The set of private data
that intersects the range seard area constitutes an answer set. Thus, the Base
algorithm requires only one nearestneighbor seard for t and one range seard for
the extended A. Since public queries over private data is very simple, we do not
designany baselinealgorithm for this query type. At the location anonymizer, we
usea nearestneighbor seard to compute the exact answer from a candidate list of
answers.

In all experiments, we generate a set of moving objects on the road map of
Hennepin County in Minnesota, USA. The input road map is extracted from the
Tiger/Line les that are publicly available [Bureau 2006]. Furthermore, the location
anonymizer employs the PrivacyGrid algorithm that is the state-of-the-art location
anonymization algorithm to blur users'locations into cloaked areas[Bamba et al.
2008]. These cloaked areas are the input of our privacy-aware query processot
Unlessmertioned otherwise, the experiment considers200K mobile usersin which
100K usersissue contin uous privacy-aware queries, and 20K data objects with a
sizeof 2 Kbytes. The cortin uous queriesare simulated similar to the work [Mokbel
et al. 2004],but we considera more dynamic environment. Each moving object or
guery reports its new location information (if changed)ewery v e seconds.Casper*
is adopted to refresh query results every v e seconds. The communication band-
width between the database server and the location anonymizer is 1 Mbits per
second(Mbps). We generatea random k-anonymity privacy requiremert for eadh
userwherek is assigneduniformly within arange[10 50]. For both the basic and
shared execution paradigms re ne is setto one. For the shared execution paradigm,
we consider2® 219 static query points and is setto 60%0f o = 500. Tablell
summarizesthe parameter settings.

6.1 E ect of PerfaomanceTuning Parameters

In this section, we study the e ect of three performancetuning parameters,i.e.,
re ne, the number of static query points, and , on our proposed basic paradigm
(Exac) and shared execution paradigm (Shaed) with respectto total processingtime
and candidate list size In our framework, the tuning parameter re ne is for both
the basic and shared execution paradigms while the number of static query points
and the parameter are dedicated for the shared execution paradigm.
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Table [I. Summary of parameter settings
P arameters | Default Values | Ranges |
Number of users 200K 100K to 500K
Number of data 20K 10K to 50K
Data size 2 Kbytes 2 to 10 Kbytes
Number of static query points 210 2I0 25 2610 210 210
rene 1 Oto 1
60% of max = 500 | 20% to 100% of max
k-anonymit y privacy requirement [10-50] [10-50] to [10-250]
03 W Processing O Transmission 18 u SHARED BEXACT ORNN
8 8]
~ [0}
2 02 1 » ]
= z 59
=)
7 5 4
g 01 I
5 § 2]
8 2]
0 A
0 1 2 3 0 1 2 3
refine Values refine Values
(a) Total Processing Time (b) Candidate List Size
Fig. 11. rene Values (Priv ate Queries over Public Data)
14 B Processing O Transmission " mSHARED BEXACT OBASE
7 12 60 -
o 19 & 50 |
E 1%}
'508 B 40 |
-7 Q
06 ER
g =]
5 041 820 |
=}
=02 10
o i )
0 1 2 3 0 1 2 3
refine Values refine Values
(a) Total Processing Time (b) Candidate List Size
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Figures11 and 12 depict the performanceof the Shaedand Exactalgorithms with
respect to increasingthe value of re ne from zeroto in nit y. Figures 11laand 12a
give the e ect of re ne on total processingtime which includesthe processingtime
of a candidate list of answers at the database server (represenied by gray bars)
and the transmissiontime of sendingthe candidate list to the location anonymizer
(represeried by white bars). Since the parameter re ne has no e ect on public
gueries over private data, we shov only the performance of private queries over
public and private data. The results shaowv that the query processingtime of our
Shaed and Exact algorithms increaseswhen re ne gets larger. The results also
indicate that Shaed e ectiv ely improvesquery processingtime, i.e., Shaedreduces
the query processingtime of Exact by from 17% to 55% for private queries over
public data and by from 18% to 33% for private queries over private data, as
depictedin Figures 11aand 12a,respectively. The main reasonof the improvemert
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is that Shaedsigni cantly reducesthe number of nearest-neigtbor seardesin Exact
by sharing the answer of a set of static query points asapproximate nearest-neigtbor
searties among all cortinuous queries. It is important to note that Shaed only
slightly increaseghe candidatelist size(Figures 11band 12b). The total processing
time of Shaed and Exactis better than the baselinealgorithms RNN and Basefor
public and private data, respectively. The total processingtime of Shaed and
Exact increasesand the candidate list size slightly reduceswhen re ne is larger
than one. The main reasonis that the rst two iterations of re nements already
prune the object set to a small set of objects which includes the exact answer to
the user. Further re nements can only slight improve transmission time, but they
incur higher query processingtime. Thus, we set re ne to one as a default value
for other experimerts.

Figures 13-15 depict the performance of Shaed with respect to increasing the
number of static query points from 22 to 2%°. In general,when the number of static
query points gets larger, Shaed only slightly increasesthe query processingtime
(Figures 13a-15a)while signi cantly improving the candidate list size (Figures 13b-
15b). The decreaseof the candidate list sizeis due to the fact that Shaed provides
more accurate approximate nearestneighbor searthesasthere are more static query
points, i.e., the vertex of a cloaked area A or the split point of the edgeof A is closer
to its neareststatic query point. As Shaed reducesthe candidate list size,it also
improves the transmission time; and thus, increasing the number of static query
points results in better total processingtime.

ACM Transactions on Database Systems, Vol. X, No. X, X 20X.



38 Chi-Yin Chow et al.

14 - — 70
B Processing O Transmission

® SHARED BEXACT OBASE

7 12 60 -
o 19 & 50 |
E 1%}
508 B 40 |
7 3 2
06 1 |& £ 30 |
<] < S
€04 5 820 |
50
=}
F o2 10
0 - 0 L
212 214 216 218 220 212 214 216 218 220
Number of Static Query Points Number of Static Query Points
(a) Total Processing Time (b) Candidate List Size
Fig. 15. Number of Static Query Points (Priv ate Queries over Priv ate Data)
0.3 - — 8
B Processing O Transmission u SHARED BEXACT ORNN
7 4
8 .
g 02 o)
= 85
2 24
@ % 4
2,
201 g
= © 24
K
1]
0 - 0 =
100 200 300 400 500 100 200 300 400 500
delta Values delta Values
(a) Total Processing Time (b) Candidate List Size
Fig. 16. Values (Priv ate Queries over Public Data)
03 - — 16
B Processing O Transmission ® SHARED BEXACT
. 3 14 -
8 &
g g g2
£ @ P 10 |
=4 far
! £’
S 6
o =] B
£ 3
= 4
ke
2 4
o i
100 200 300 400 500 100 200 300 400 500
delta Values delta Values
(a) Total Processing Time (b) Candidate List Size

Fig. 17. Values (Public Queries over Priv ate Data)

Figures 16-18 give the performance of Shaed with respect to increasing from
20%to 100%o0f max = 500,i.e., from 100to 500. In general,the results show that
when getslarger, the query processingtime of Shaed decreasegFigures 16a-18a)
while the candidate list size slightly increases(Figures 16b-18b). The reason for
the improvemert in query processingtime is that the answer of static query points
can be sharedwith more queries. However, as gets larger, Shaed provides more
inaccurate approximate nearest-neighbor seartesfor the query processor;and thus,
the sizeof the range seard areasin the rangequery setR getslarger. Larger range
seart areaswould give larger candidate lists that lead to higher transmissiontime
and ltration time. Therefore, canbe sernedasa tuning parameterfor a trade-o
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Fig. 20. Number of Users (Priv ate Queries over Priv ate Data)

uery processingtime and candidate list size.

6.2 Scalabiliy

In this section, we evaluate the scalability of our algorithms with respect to three
dimensions,i.e., the number of users,the number of data, and data size.

Figures

19 and 20 depict the scalability of our algorithms with respect to varying

the number of mobile usersfrom 100K to 500K. As there are more users,the total
processingiime of all approachesimproves(Figures 19aand 20a). The main reasons
for this are that (a) increasingthe number of usersresults in smaller cloaked areas

that incur

lower query processingtime; and (2) such smaller cloaked areaslead to

ACM Transactions on Database Systems, Vol. X, No. X, X 20X.



40 Chi-Yin Chow et al.

0.4 14
B Processing O Transmission ® SHARED BEXACT ORNN

Total Processing Time (sec)
Candidate List Size
(o))

10 20 30 40 50 10 20 30 40 50

Number of Data (K) Number of Data (K)
(a) Total Processing Time (b) Candidate List Size

Fig. 21. Number of Data (Priv ate Queries over Public Data)

B Processing O Transmission 140 u SHARED BEXACT OBASE

N
3

[
(4] N
BASE
BASE
BASE ]|
= =
o N
o o

Total Processing Time (sec)
=
Candidate List Size
5 3 8

w
9]
<
o o
8 B —
o%= < = o
xxd & - s x|
0 gl | & | 0
< <0
054 @ [ I 0
I < %] 20
] 5
0 - 0 - H
10 20 30 40 50 10 20 30 40 50
Number of Data (K) Number of Data (K)
(a) Total Processing Time (b) Candidate List Size
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smaller candidate lists that reducetransmission time (Figures 19b and 20b).

Figures 21 and 22 give the scalability of our algorithms with respectto increasing
the number of public/priv ate data from 10K to 50K. The results shaw that the total
processingime and candidatelist sizeof all approachesincreasewhenthe number of
data gets larger, as depicted in Figures 21a-22aand Figures 21b-22b, respectively.
The increase of the total processingtime is due to higher transmission time of
sendinglarger candidate lists from the databasesener to the location anonymizer.
When the number of data increases,there are more objects within a cloaked area
A and eat edgeof A has more nearesttarget objects; and hence,the candidate
list sizeincreases.Sincethe transmission time is higher than the query processing
time and lItration time, when there are more data, we should increasethe value
re ne to reducecandidate list sizeto improve the total processingtime.

Figure 23 givesthe e ect of data object sizeon the total processingtime of our
algorithms with respectto increasingthe object sizefrom 2to 10Kbytes. Increasing
the object sizeresults in higher transmission time for all approades, so the total
processingtime of all approachesincreases. For public data, since our algorithms
improve the query processingtime by giving larger candidate lists of answers, i.e.,
re ne = 1, the improvemert in the total processingtime becomessmaller when the
object sizegetslarger (Figure 23a). For private data, our algorithms always (Shaed
and Exac? give smaller candidate lists than Base so our algorithms perform much
better than Basewhen the data object sizeincreases(Figure 23b).
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6.3 E ect of Privacy Requirements

Figures 24 and 25 depict the performanceof our algorithms with respect to increas-
ing the maximum k-anonymity level from 50 to 250 (the minimum k-anonymity
level is 10). The results show that the query processingtime of all approaces
increasesas k gets larger (Figures 24a and 25a). This is becauseincreasing the
k-anonymity level results in larger cloaked areasthat lead to higher query process-
ing time. Larger cloaked areasalso poselarger candidate lists that lead to higher
transmission time (Figures 24b and 25b). Thus, the total processingtime of all
approadhesincreases,as the k-anonymity level gets stricter.
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7. CONCLUSION

This paper introducesa new framework Casger* in which mobile userscan obtain
location-basedserviceswithout the needto disclosetheir private location informa-
tion. Casper* hastwo main componerts, the location anonymizer and the privacy-
aware query processor The location anonymizer acts as a trusted third party that
blurs the exact location information of ead userinto a cloaked area that satis-
es the userspeci ed privacy requiremerts. Sincethe location anonymizer part has
beenwidely studied, we focuson only the privacy-aware query processingpart. The
privacy-aware query processoris embeddedinto traditional location-baseddatabase
senersto tune their functionalities to be privacy-aware by dealing with cloaked ar-
easrather than exact point information. Three new query typesthat are supported
by Casper* areidenti ed, private queriesover public data, public queries over pri-
vate data, and private queriesover private data. To deal with thesethree privacy-
aware query types, the query processorprovides a candidate list of answers rather
than an exact answer for the user. We have proved that the returned candidate
list cortains the exact answer and is of minimal size. Then, we proposea shared
execution paradigm that aims to share computational resourcesamong continuous
privacy-aware queries, in order to improve system scalability and computational
e ciency of the query processorfor continuous privacy-aware queries. In addition,
the performance of the query processorcan be tuned through seweral parameters
to achieve a trade-o between system scalability, i.e., query processingtime, and
qguery answer optimality, i.e., candidate list size. Extensive experimental evalua-
tion studiesthe privacy-aware query processorof Casper* and shows its scalability
and e ciency with a large number of mobile users, cortin uous queries, and data,
various privacy requiremerts, and various performancetuning settings.
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